SERC R E L I A BI L I T Y CO R P O R AT I O N
Board Meeting Agenda
October 21, 2020 – 9:00 a.m. - 2:00 p.m. Eastern
WebEx
Dial-in: 1-408-792-6300
Meeting Number: 715 199 340 Passcode: mfKqwRNn432

1. Welcome
2. Administrative Items
a.
b.
c.
d.
e.
f.

Safety guidelines
Security Briefing
Introduction and establish quorum (Attachment 1)
Antitrust guidelines (Attachment 2)
Confidentiality requirements (Attachment 3)
Fiduciary duties (Attachment 4)

3. Chair’s Report, Greg Ford
4. President’s Report, Jason Blake
5. Keynote Speaker, Colleen Sidford, Trustee, North American Electric Reliability
Corporation
6. Keynote Speaker, Rob Manning, Trustee, North American Electric Reliability Corporation
7. Approve Consent Agenda
a. April 23, 2020 meeting minutes (Attachment 5)
b. Florida Reliability Coordinating Council New Membership Request (Attachment 6)
c. Agenda
8. Board Executive Committee Report
9. Human Resources and Compensation Committee Report
10. Finance and Audit Committee Report (Attachment 7)
11. Compliance Committee Report
12. Nominating Committee Report
BREAK
13. Hurricane Laura Restoration
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14. ERO Enterprise Transformation, Sara Patrick
15. 2021-2023 Strategic Plan (Attachment 8)
16. Regional Risk Identification, Mitigation & Communication (Attachment 9)
BREAK
17. Election of Independent Directors (Attachment 10)
18. Governance Transition
a. Risk Committee Roles and Responsibilities
19. Florida Integration
20. Align Project
21. Technical Committee Reports (Attachment 11)
22. Upcoming Meetings (Attachment 12)
a. March 31, 2021 - [Charlotte, NC and WebEx]
b. 2021 Meeting Schedule
23. Executive Session (if needed)
24. Adjourn

Attachment 2

SERC RELIABILITY CORPORATION
ANTITRUST COMPLIANCE GUIDELINES
I. GENERAL
It is the policy and practice of SERC Reliability Corporation (SERC) to obey the antitrust
laws and to avoid all conduct that unreasonably restrains competition. This policy
requires the avoidance of any conduct that violates, or which might appear to violate, the
antitrust laws. Among other things, the antitrust laws forbid any agreement between or
among competitors regarding prices, availability of service, product design, terms of
sale, division of markets, allocation of customers or any other activity that unreasonably
restrains competition.
It is the responsibility of every SERC participant and members of SERC staff who may in
any way affect SERC’s compliance with the antitrust laws to carry out this commitment.
Failure to observe this commitment will result in serious consequences to such SERC
participants or members of SERC staff, as the case may be. For example, SERC may
refuse to allow a SERC participant to participate in SERC activities if such participant
refuses to comply with these guidelines.
Antitrust laws are complex and subject to court interpretation that can vary over time and
from one court to another. The purpose of these guidelines is to alert SERC participants
and members of SERC staff to potential antitrust problems and to set forth policies to be
followed with respect to activities that may involve antitrust considerations. In some
instances, the SERC policy contained in these guidelines is stricter than the applicable
antitrust laws. Any SERC participant or member of SERC staff who is uncertain about
the legal ramifications of a particular course of conduct or who has doubts or concerns
about whether SERC’s antitrust compliance policy is implicated in any situation should
consult SERC’s legal counsel immediately. Any participant or member of SERC staff
who observes an improper discussion at any SERC meeting should immediately raise
the issue with whoever is in charge of the meeting so that the discussion can be
terminated and, if needed, appropriate advice sought. It must be remembered that even
passive participation in an unlawful discussion may lead to a finding of collusion.

II. PROHIBITED ACTIVITIES
Participants in SERC activities (including those of its committees and subgroups) should
refrain from the following when acting in their capacity as participants in SERC activities
(e.g., at SERC meetings, conference calls and in informal discussions):

9/9/11



Discussions involving pricing information, especially margin (profit) and
internal cost information and participants’ expectations as to their future
prices or internal costs.



Discussions of a participant’s marketing strategies.



Discussions regarding how customers and geographical areas are to be
divided among competitors.



Discussions concerning the exclusion of competitors from markets.



Discussions concerning boycotting or group refusals to deal with competitors,
vendors or suppliers.

Any other matters that may fall within these guidelines as prohibited activities should be
brought to the attention of SERC’s legal counsel before being discussed.

III. ACTIVITIES THAT ARE PERMITTED
From time to time decisions or actions of SERC (including those of its committees and
subgroups) may have a negative impact on particular entities and thus in that sense
adversely impact competition. Decisions and actions by made SERC (including its
committees and subgroups) should only be undertaken for the purpose of promoting and
maintaining the reliability and adequacy of the bulk power system. If there is not a
legitimate purpose for discussing a matter that is consistent with this objective, please
refrain from discussing the matter during SERC meetings and in other SERC-related
communications.
SERC participants and members of SERC staff should also ensure that SERC policies
and procedures, including those set forth in the SERC Bylaws are followed in conducting
SERC business. Other procedures that may be applicable to a particular SERC activity
include, but are not necessarily limited to, the following:


Delegation Agreement between the North American Electric Reliability
Corporation (NERC) and SERC



NERC Rules of Procedure



NERC Compliance Monitoring and Enforcement Program



SERC Compliance Program Procedures



SERC Regional Standards Development Procedure



Organization and Procedures Manual for the SERC Standing Committees

In addition, all discussions in SERC meetings and other SERC-related communications
should be within the scope of mandate for or assignment to the particular SERC
committee or subgroup, as well as within the scope of the published agenda for the
meeting.
No decisions should be made nor any actions taken in SERC activities for the purpose of
giving an industry participant or group of participants a competitive advantage over other
participants. In particular, decisions with respect to setting, revising, or assessing
compliance with SERC regional reliability standards, NERC reliability standards, or the
NERC Rules of Procedure should not be influenced by anti-competitive motivations.
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Subject to the foregoing restrictions, participants in SERC activities may discuss:


Reliability matters relating to the bulk power system, including operation and
planning matters such as establishing or revising reliability standards, special
operating procedures, operating transfer capabilities, and plans for new
facilities.



Matters relating to the impact of reliability standards for the bulk power
system on electricity markets, and the impact of electricity market operations
on the reliability of the bulk power system.



Proposed filings or other communications with state or federal regulatory
authorities or other governmental entities; provided, however, that any such
communications or petitioning of governmental authority must have a
reasonably foreseeable chance of resulting in favorable governmental action
(i.e., the hoped-for governmental action must be possible when viewed
objectively).



Matters relating to the internal governance, management and operation of
SERC, such as nominations for vacant committee positions, budgeting and
assessments, and employment matters; and procedural matters such as
planning and scheduling meetings.

Any other matters that do not clearly fall within these guidelines as activities that are
permitted should be brought to the attention of the SERC legal counsel before being
discussed.
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Attachment 3

SERC RELIABILITY CORPORATION
CONFIDENTIALITY STATEMENT

Members of SERC Committees, Subcommittees, Task Forces and Working Groups,
who are employees of SERC Member Companies and thus represent all segments of
today’s electric industry, may, in performing SERC Functions, have to use information of
a sensitive and commercial nature, including but not limited to that provided by SERC
Member Companies and designated as “Confidential Information”, that SERC Member
Companies customarily hold confidential and do not disclose publicly. SERC and its
Member Companies recognize that at times it will be necessary or desirable for SERC to
disclose Confidential Information to the North American Electric Reliability Corporation
(NERC) or to third parties. As a result, the SERC Board has adopted a program to
preserve the confidential nature of that information so that SERC Member Companies
will not be competitively disadvantaged by providing Confidential Information to SERC
for its use in performing SERC Functions.
SERC has entered into a Delegation Agreement with NERC and complies with Section
1500 et seq. of the NERC Rules of Procedure, both of which govern the conditions upon
which SERC will disclose Confidential Information to NERC. SERC may also enter into
Confidentiality Agreements with third parties for the disclosure of Confidential
Information, if a third party demonstrates a need to use such information in a matter that
is consistent with the purposes of SERC. Additionally, SERC Member Companies have
signed or will sign Confidentiality Agreements that prohibit (i) the use of Confidential
Information by its employees for other than SERC purposes and (ii) the disclosure of that
information to any third party, unless disclosed to NERC pursuant to the terms of the
SERC’s Delegation Agreement with NERC or the NERC Rules of Procedure, or to a
third party that has signed a Confidentiality Agreement with SERC. If either you or your
employer has not signed such an Agreement and/or your employer has not designated
you as an employee authorized to receive Confidential Information then you will not be
given access to Confidential Information and you will be required to leave the meeting
before any such information is disclosed, used, or discussed.

Updated 9/9/11

Attachment 4

SERC R E L I A BI L I T Y CO R P O R AT I O N
Evaluation | Analysis | Assistance | Operating Experience
FIDUCIARY DUTIES OF SERC BOARD MEMBERS
The SERC Board of Directors (“Board”) is the governing body of the SERC Reliability
Corporation (“Corporation”), responsible for the ultimate direction of the management of the
affairs of the Corporation. The SERC Board is responsible for policymaking, while the President
and CEO is responsible for the management and execution of SERC Board-made policy and
day-to-day affairs of the Corporation.
A corporate, fiduciary duty arises when a person has an obligation to act for the benefit of a
corporation. SERC Board members have fiduciary duties to the organization, including duties of
care, loyalty, and obedience. SERC Board members are required to act reasonably, prudently,
in good faith, in the best interests of SERC, and in furtherance of SERC’s mission.
Duty of Care
• SERC Board members must act with such care that a person in a like position would
reasonably believe appropriate under similar circumstances. SERC Board members:
o must be informed, based on reasonable inquiry;
o may rely on information and reports received from trustworthy sources; and
o must protect any confidential information obtained while serving the Corporation.
Duty of Loyalty
• The duty of loyalty requires SERC Board members to exercise their powers in the
interest of the Corporation and not put their own interests or the interests of another
entity or person above the Corporation’s interests. SERC Board members:
o must avoid any actual or apparent Conflict of Interest; and
o must act in good faith.
Duty of Obedience
• SERC Board members should act in furtherance of the Corporation’s mission. Because
SERC is a not-for-profit corporation with members, directors owe the fiduciary duty of
obedience to SERC’s mission, not to SERC’s members. SERC’s purpose as defined in
its articles of incorporation and bylaws is to promote effective and efficient administration
of Bulk Power System reliability in the SERC Region.
Basic Responsibilities of Directors:
• Attend and participate in SERC Board meetings
• Diligently read, review and inquire about corporate material
• Monitor affairs and finances of the Corporation
• Exercise ordinary and reasonable judgment
• Be fully engaged
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SERC R E L I A BI L I T Y CO R P O R AT I O N
Evaluation | Analysis | Assistance | Operating Experience
Board of Directors
DRAFT Meeting Minutes
April 23, 2020
9:30 a.m. to 11:00 a.m. Eastern
Call to Order and Welcome
Chair Greg Ford called to order a duly noticed meeting of the SERC Reliability Corporation Board of
Directors (Board) on April 23, 2020 at 9:30 a.m.
Chair Ford thanked attendees for their efforts with the COVID-19 pandemic and explained this meeting is
shortened and focused on items needing approval to allow attendees to focus on their important work.
Chair Ford welcomed Cynthia Pointer, FERC Office of Electric Reliability, Division of Cyber Security
Director, and asked Ms. Pointer to thank the Commission for its COVID-19 pandemic response efforts.
Attendance and Quorum
A list of attendees is provided in Exhibit A. Holly Hawkins, SERC Vice President, General Counsel, and
Corporate Secretary announced that a quorum was present.
Safety and Security Briefing
Tim Ponseti, SERC Vice President of Operations reminded attendees to take a moment to stay safe, stay
healthy, and stay home. Mr. Ponseti also provided a security briefing, in which he shared best practice
guidelines considering increased online meetings: do not broadcast meetings on social media, make
meetings private, require a password, use host only screen mode, and close all other applications and
confidential documents during meetings.
Antitrust, Confidentiality, and Fiduciary Duties
Ms. Hawkins reviewed SERC’s antitrust guidelines and confidentiality policy, which were attached to the
meeting agenda. Ms. Hawkins also reminded Directors of their fiduciary duties to the Corporation.
Consent Agenda
On a motion duly made and seconded, the Board approved the following items on the consent agenda:
• The appointment of Chris Wagner, South Carolina Public Service Authority, as the Chair for
the Engineering Committee
• The appointment David Egan, PJM Interconnection, LLC, as the Vice Chair for the
Engineering Committee
• The October 23, 2019 meeting minutes (Attachment 6 to the agenda)
• The agenda
Board Chair’s Report
Chair Ford provided a summary of the two most recent NERC Board Meetings held in November in
Atlanta, GA and in February in Manhattan Beach, CA. Chair Ford reported that the November meetings
were focused on the work around creating a new Reliability and Security Technical Committee (RSTC).
The NERC Board approved the proposal to stand up the new RSTC and the Charter. The Board also
appointed the initial Chair and Vice Chair of the RSTC - me as Chair, and Dave Zwergel from MISO as
Vice Chair. This new RSTC will replace the three existing NERC technical committees: NERC’s
Operating, Critical Infrastructure Protection, and Planning Committees. Chair Ford explained that with
the new RSTC, SERC’s technical committees have the opportunity to deliver even more value – not only
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for SERC’s stakeholders – but also to help support NERC’s new streamlined committee structure with a
strong and informed SERC voice.
Chair Ford reported that during the February meetings, the NERC MRC elected Jim Piro to serve on the
Board of Trustees. Jim was past president and CEO for Portland General Electric. Roy Thilly and
Suzanne Keenan were re-elected to the Board. All terms are for three years. Further, the Board
approved the appointment of sector and at-large representatives for the new RSTC, tasked to mitigate
emerging risks to the bulk power system.
Chair Ford reflected on 2019 successes and highlighted two major achievements: (1) FRCC integration;
and (2) governance changes. Chair Ford characterized the FRCC integration as smooth and seamless,
resulting in a truly superior region focused on assuring the reliability and security of the grid. Chair Ford
recognized the governance changes approved by SERC’s Board and NERC’s Board are truly significant
to move SERC to a governance structure that is more rooted around our mission. The transition to a
hybrid board will add credibility by ensuring continued stakeholder engagement while adding independent
balance.
Chair Ford called on Vice Chair Todd Hillman to provide an update on the Independent Director search.
Vice Chair Hillman reported that the task force is taking a transparent and pragmatic approach to
selecting the inaugural slate of SERC Independent Directors. Vice Chair Hillman reviewed the process
undertaken to select Carter Baldwin as the recruiter. Between now and October, the task force will
interview, evaluate, and select candidates presented by Carter Baldwin. The task force hopes to present
a slate of recommended candidates to the Board in October for consideration and approval. Vice Chair
Hillman explained that immediately after selection, the new Independent Directors will receive training
and orientation so come January 1, 2021 they will be ready to start contributing. Mr. Hillman directed the
Board members to provide any recommended candidates to Carter Baldwin so they can be fully vetted
through the recruiter.
President’s Report
Jason Blake, SERC’s President and CEO, thanked everyone for attending during these difficult and
uncertain times. Mr. Blake reported to the Board on SERC’s work in response to the COVID-19
pandemic, including supporting our stakeholders and their essential operations and not creating undue
administrative burdens. Specifically, Mr. Blake highlighted SERC working with NERC, all the Regions,
and FERC as one synchronous machine to appropriately relax some monitoring and enforcement
activities, delay implementation of new requirements, and delay onsite audit engagements. Mr. Blake
thanked special guest Cynthia Pointer, FERC Office of Electric Reliability Division of Cyber Security
Director, for her role in these efforts. Further, Mr. Blake recognized the technical committees and SERC
staff’s work identifying best practices for pandemic response plans, sharing results with stakeholders, and
encouraging targeted entities to learn best practices from peer examples.
Mr. Blake affirmed that SERC remains committed to three focus areas: (1) positioning SERC as a
credible and trusted expert organization; (2) establishing SERC as a leader across the ERO and FERC;
and (3) creating a highly desirable place to work. Considering the shortened meeting format, Mr. Blake
intentionally kept his president’s report brief. Following the meeting, Mr. Blake provided the Board with a
letter, detailing substantial strides SERC has made in our operations over the course of the year. See
President Letter to SERC Board – April 2020.
Board Executive Committee Report
Chair Ford provided an update on recent Executive Committee activity, including reviewing 2019
Corporate Strategic Initiative results, approving 2020 Corporate Strategic Initiatives, approving funding
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5% supplemental 401k contribution, discussing Independent Directors search, discussing the governance
transition plan, approving FAC, HRCC, and Nominating & Governance Committee Charters, endorsing
SERC’s IT and Security strategy, endorsing the ERO’s Long Term Strategy, and continuing reviewing
updates on SERC’s Commitment to Culture. Chair Ford also reviewed upcoming Executive Committee
activities, including approving the final SERC 2020 Business Plan & Budget for submittal to NERC and
strategic planning for 2020, which should occur during this summer.
Human Resources and Compensation Committee (HRCC) Report
Doug Lego, HRCC Chair, thanked the Board for the opportunity to take on the leadership role as Chair of
the HRCC. Mr. Lego reviewed the committee activities, specifically highlighting that the HRCC met three
times since the October Board meeting. The committee approved SERC’s compensation policy and
independent compensation study by Korn Ferry. Mr. Lego also discussed upcoming activities for the
HRCC.
Nominating Committee Report
Tim Lyons, Nominating Committee Chair, provided a report on several recent committee activities,
including four recommendations the committee requested Board action on: (1) Board Officer term
extension; (2) Board Executive Committee Sector appointments; (3) Adding an HRCC member; and (4)
Board committee member term extensions.
1. Board Officer term extensions – The Nominating Committee recommended approval of
extending Board Officer terms to help create a smooth and seamless transition to SERC’s
anticipated new governance structure beginning January 1, 2021. Specifically, current Board
Officers, Chair Greg Ford with Georgia System Operations Corporation, Vice Chair Todd Hillman
with Midcontinent Independent System, and Treasurer Pandelis Xanthakos with Dominion Energy
South Carolina, Inc. would continue to serve in their Board Officer roles through December 31,
2020 (rather than through June 30, 2020).
Upon recommendation of the Nominating Committee Chair and on a motion duly made, the Board
approved the extension of the Board Officer terms to December 31, 2020.
2. Board Executive Committee Sector appointments – The Nominating Committee recommended
approval of Sector nominees to serve on the Executive Committee for terms beginning July 1,
2020 (included in Attachment 7 to the agenda). These Executive Committee members would
transition into becoming the stakeholder members of SERC’s Board of Directors on January 1,
2021 as part of SERC’s governance transformation:
• Cooperative Sector: Lisa Johnson with Seminole Electric Cooperative, Nathan Brown with
Cooperative Energy, Roger Clark with Associated Electric Cooperative, Inc. (through
December 31, 2020), and Greg Ford with Georgia System Operations Corporation
(beginning January 1, 2021)
• Federal/State Sector: Arnold Singleton with South Carolina Public Service Authority and
Bob Dalrymple with Tennessee Valley Authority
• Investor-Owned Utility Sector: Manny Miranda with Florida Power & Light, Shawn Schukar
with Ameren Services Company, Nelson Peeler with Duke Energy Carolinas, LLC, and
Pandelis Xanthakos with Dominion Energy South Carolina, Inc.
• Marketer Sector: Brad Cox with Tenaska Power Services Co.
• Merchant Electricity Generator Sector: Venona Greaff with Occidental Chemical
Corporation
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•
•

Municipal Sector: Rob McGarrah with City of Tallahassee, Tim Lyons with Owensboro, KY
Municipal Utilities, and Doug Lego with Municipal Electric Authority of Georgia
ISO/RTO/RC Sector: Todd Hillman with Midcontinent Independent System.

Upon recommendation of the Nominating Committee Chair and on a motion duly made, the Board
approved Sector nominees to Executive Committee for terms beginning July 1, 2020 – June 30,
2023 (Group 1) and June 30, 2022 (Group 2).
3. Adding an HRCC Member – The Nominating Committee recommended approval of nominee
Manny Miranda to serve on the Human Resources and Compensation Committee.
Upon recommendation of the Nominating Committee Chair and on a motion duly made, the Board
approved the nomination of Manny Miranda with Florida Power & Light to serve on SERC’s HRCC
for a term beginning April 23, 2020.
4. Board committee member term extensions – The Nominating Committee recommended
approval of extending the terms of the Board committee members to December 31, 2020,
including the HRCC, Finance and Audit Committee, Nominating Committee, and Board
Compliance Committee. Extending the Committee members’ terms allows continuity through the
end of the year, up until the anticipated governance structure transition on January 1, 2021.
(Included in Attachment 8 to the agenda).
Upon recommendation of the Nominating Committee Chair and on a motion duly made, the Board
approved extending the terms of the Board committee members to end on Dec. 31, 2020,
including the HRCC, Finance and Audit Committee, Nominating Committee, and Board
Compliance Committee.
Finance and Audit Committee (FAC) Report
Laura Coakley, FAC chair, provided a review of committee activity including review of the 2019 audited
financial statements (Attachment 9 to the agenda), and review of the Q1 2020 unaudited financial
statements (Attachment 10 to the agenda). Ms. Coakley discussed SERC is currently under budget but
is expected to be on budget by the end of the year. Ms. Coakley noted we would likely to see some
COVID-19 impacts in financials presented next quarter. Ms. Coakley also identified upcoming activities
for the FAC.
Compliance Committee Report
Mark Ringhausen, Compliance Committee Chair, reviewed committee activities, including reviewing
themes and lessons learned from compliance activities, reviewing year-end key performance metrics and
results of related 2019 strategic initiative, discussing previously filed enforcement actions, discussing
NERC Align project and recent NERC Compliance and Certification Committee activities, and discussing
2020 compliance monitoring plans. Mr. Ringhausen also reviewed upcoming committee activities for
2020, before the committee transitions into the new Board Risk Committee as part of the proposed
Governance enhancements.
Draft 2021 Business Plan & Budget
George Krogstie, SERC CFO & Corporate Treasurer, presented the draft 2021 Business Plan & Budget
to the Board. Mr. Krogstie discussed budget assumptions, including Vacancy Factor reduced from 8% to
5%, standard 3% merit increase, adding three Independent Directors, and the three-year Member Portal
Consolidation project (2020-2022). Mr. Krogstie highlighted SERC’s exceptional success in bringing
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down its vacancy rate from 20% in 2018 to 7% in 2020. Mr. Krogstie reported the budgeted vacancy rate
for 2021 is 5% (down from 8% budgeted in 2020). SERC’s vacancy rate improvement shows better
health of the organization overall and shows results of initiatives to establish SERC a highly desirable
place to work due to culture and importance of our work. Mr. Krogstie also discussed the 2021 budget
progression, reserve analysis, assessments, and the timeline for the 2021 Business Plan & Budget
reviews and approvals.
On a motion duly made and seconded, the Board approved the draft 2021 Business Plan & Budget for
posting and submission to NERC (Attachment 11 to the agenda).
The Board discussed the remaining 2020 and 2021 planned SERC System Operator Conferences and
their impact on the 2020 and 2021 budgets.
Technical Committee Reports
Chair Ford noted that the technical committee written reports are included in the agenda package as
Attachment 12. Mr. Ford thanked the Chairs and Vice Chairs of the technical committees for putting the
reports together.
Mr. Blake recognized Florida companies for quickly getting involved in SERC technical committees, which
demonstrates successful integration of FRCC into the fabric of SERC.
Future Meetings
Chair Ford noted that the upcoming meeting dates are included in the agenda package. He also noted
that we would make a decision on whether to hold the October 2020 meetings via WebEx by early
September at the latest.
Closing Remarks and Adjourn
Chair Ford thanked special guest Cynthia Pointer and FERC for efforts to engage with SERC during this
difficult time. Chair Ford also thanked Barbara Ecton for successfully administering this virtual Board
meeting.
There being no further business, the meeting was adjourned at 11:00am.

SERC R E L I A BI L I T Y CO R P O R AT I O N
April 23, 2020
SERC Board of Directors:
Thank you for joining us this morning for our Board of Directors meeting. As you know, I limited my
president’s report to the work that we are doing in response to the ongoing COVID-19 pandemic in
order to keep our meeting succinct and be respectful of your limited time under these unique
circumstances. We are committed to doing everything in our power to ensure that SERC is supporting
our stakeholders and their essential operations during these uncertain times, not creating any undue
administrative burdens, and are actively facilitating an environment that best enables our stakeholders
to perform within these strained and evolving conditions.
Some of these actions include working with NERC and all the Regions (and FERC) to appropriately relax
the monitoring and enforcement activities for some key standards and requirements to help alleviate
some of the stress we know our stakeholders are encountering; delay the implementation of new
requirements that were scheduled to go into effect between now and the end of the year; and
temporarily suspend any onsite audit engagements. We have been working closely with our
stakeholders to adjust or suspend any offsite audit engagements during this same time period and have
reschedule our technical committee meetings, training sessions, conferences, and other in-person
engagements to either WebEx or to occur later in the year.
We have also partnered with our stakeholders and our technical committees to identify best practices
for pandemic response plans, have summarized and shared those results with our stakeholders (and
NERC to share across the rest of the ERO Enterprise), and have proactively reached out to our
stakeholders that indicated they did not have robust pandemic response plans to share possible
approaches for their consideration. I am proud of how hard our team has worked in these areas. If you
have questions regarding the details of any of these actions, please do not hesitate to reach out to our
Assistance Team for guidance.
The purpose of this letter, however, is to provide you with a written update on the substantial strides
SERC has made in our operations over the course of the year. As you know, SERC has successfully
undergone significant change over the past year that has resulted in transformative growth and
boundless opportunities for us, our stakeholders across our expanded footprint, and our essential
mission. Thanks to each of you, we have achieved significant victories and built lots of positive
momentum that has and continues to strengthen SERC and the importance of our work.
In 2020, our attention remains locked on three key strategic focus areas to ensure that we continue to
build upon our positive momentum and align all of our work around our essential mission. These three
key strategic focus areas are: (a) positioning SERC as a credible and trusted expert organization; (b)
establishing SERC as a leader across the ERO and FERC; and (c) creating a highly desirable place to work.
Credible and Trusted Expert Organization
In order to position SERC as a credible and trusted expert organization, we are committed to developing
talented and independent experts that work closely with our stakeholders to identify, prioritize,
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communicate, and effectively and efficiently mitigate risks. A key to this effort is the work that is well
under way with our RAPA and Risk Management teams and our technical committees to enhance SERC’s
Regional Risk Report. The idea is simple—improving the data feeds and use of analytics will better help
us ensure that our Regional Risk Report is even more well-informed, data-driven, and useful to SERC and
our stakeholders. This will, in turn, allow us to better focus our collective attention and deploy our
resources in a more effective and efficient manner that adds value. We will keep you apprised of this
exciting effort on a regular basis through our newsletter and provide you with a more detailed report on
our progress during our fall Board meeting.
We also continue to implement programmatic enhancements, efficiency gains, and most importantly,
ensure our programs are risk-centric across our entire organization. I am proud to report that not only
are our programs starting to demonstrate enhanced sustainability, our teams are actively demonstrating
a desire to continuously improve the enhancements we have already made.
Our Risk Assessment & Mitigation and Enforcement departments provide a great example of this
commitment. These departments have performed value streaming exercises to drive efficiencies and
ensure their work is prioritized around risk. This has helped SERC consistently resolve more issues than
we receive each month for the first time in years. Most importantly, we are better triaging our work to
ensure less risky matters receive less attention and the more important matters receive the focus they
deserve. Since our team understands that opportunities for further improvement remain, they are
already huddled up to value stream their new processes to identify additional efficiency gains and
ensure we are even more risk-focused and delivering value.
Leader across the ERO and FERC
SERC is committed to serving as a collaborative, creative, and innovative leader across the ERO
Enterprise and with FERC. This helps us ensure that each Region, NERC, and the collective ERO
Enterprise is properly focused and aligned around our mission and our distinct roles, continuously
improving, and truly delivering our intended value. In other words, we are all operating as one
synchronous machine to unleash the value of our brilliant model.
We are actively engaged in this effort through our leadership and support on numerous activities within
and across the ERO Enterprise. One that immediately leaps to mind is that, next week, we will be
gathering all of the leadership teams across NERC and the Regions to celebrate our successes to date
while also identifying our need to continue our growth, maturation, and continued alignment to ensure
we are driving efficiencies, eliminating unnecessary duplications of work, and ensuring that we are all
focused on our important mission. While we originally intended to host this meeting in-person in
Charlotte, this meeting will now occur via WebEx. I believe that these efforts that we kicked off last year
have delivered and will continue to deliver significant value to NERC and the Regions, and most
importantly to our stakeholders and the reliability and security of the grid. I would also be remiss if I did
not commend all of the excellent work that Jim Robb, NERC’s CEO, has done in this space. It has truly
enabled a sea change and we thank Jim for his leadership and vision.
SERC is also proving itself a leader in the outstanding work that our Board task force has performed to
improve our current governance model. I am especially enthused about how we took the opportunity
to identify best practices and leading approaches across various governance models that helped inform
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the transformation taking place within our governance model. This led us to being the first Region to
stand-up a Board level Risk Committee, an effort that will help ensure that our work is strategically and
operationally focused on reducing risk and adding value at all levels of our organization.
Highly Desirable Place to Work
Most critical to SERC’s sustained success is ensuring we are a highly desirable place to work for all our
staff, not only due to the importance of our work but also due to the strength and vibrancy of our
culture. A significant part to building our culture is arriving on an agreement of what is the culture that
we aspire to build. Our staff has rallied around the four cultural attributes of Leader, Expert,
Collaborative, and Purposeful; and we have launched myriad, inclusive initiatives in furtherance of our
commitment to build and maintain this culture. I cannot stress enough that, while sometimes I hear
commentary like this and it sounds like a bunch of buzzwords or another flavor of the month, this is not
that. And most tellingly, these efforts are starting to take hold and bear fruit.
Just two years ago, SERC was running a vacancy rate as high as 27%. This means that we were not only
unable to retain quality staff members, it also means that we were unable to recruit and hire high
quality candidates, resulting in unfilled positions sitting open for years. I am pleased to report to you
that, as a result of the work we have done to improve our culture (including the substantial efforts by
my Executive Team and the entire SERC staff), we have seen our vacancy rate to drop to only 7%. We
have also seen outstanding hires of highly qualified, experienced, and reputable subject matter experts
across our organization that will better position us to ensure we are focusing on risk and adding value.
Of course we have much more to do in this area, and this will always be journey for us, but it is
rewarding to see our staff coming together to build an environment rooted on making a positive
difference across our industry and delivering a vibrant culture at home.
I would like to conclude this letter on perhaps the most important point of all. I believe all of the
progress that we are seeing at SERC is directly attributable to your support and commitment to our
critical mission. And for that, I am truly thankful.
The way we focus ourselves, our work, and our partnerships with our stakeholders, the ERO Enterprise,
and FERC has never been more important than now. I know you share in my excitement about our
promising future, our continued maturation, and the opportunities we have to add even more value to
our stakeholders and the reliability and security of the grid.
Best regards,
SERC RELIABILITY CORPORATION

Jason Blake
President & CEO
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Exhibit A
SERC Board of Directors
Meeting Attendance
April 23, 2020
Board of Directors – Voting Members Present
Member Name

Member Organization

Jeff Walker
Mark Ennis
Todd Lucas
Shawn Schukar
Buddy Hasten
Roger Clark
Jeff Harrison
Don Cuevas
Mike Chambliss
Brett Kruse
Michael Antonell
Terry Whitmore
Nathan Brown
Steve McElhaney
Lee Xanthakos (Treasurer)
Sam Holeman
Nelson Peeler
Denver York
David Trego
Brian Tiedemann
Carol Chinn
Manny Miranda
Eduardo DeVarona
Paul Jakubczak
Thomas Brown
Greg Ford (Chair)
Jerry Donovan
Trent Carlson
Barbara Quinones
Caren Anders
Nick Batty
Brian Horton
Grant Lacerte
Mike Beckham

ACES
Alabama Municipal Electric Authority
Alabama Power Company
Ameren Services Company
Arkansas Electric Cooperative Corporation
Associated Electric Corporative, Inc.
Associated Electric Corporative, Inc.
Beaches Energy Services of Jacksonville Beach
Big Rivers Electric Corporation
Calpine Corporation
Calpine Corporation
Cleco Corporate Holdings, LLC
Cooperative Energy
Cooperative Energy
Dominion Energy Carolinas, LLC
Duke Energy Carolinas, LLC
Duke Energy Carolinas, LLC
East Kentucky Power Cooperative
Fayetteville Public Works Commission
Florida Keys Electric Cooperative Association
Florida Municipal Power Agency
Florida Power & Light Company
Florida Power & Light Company
Fort Pierce Utilities Authority
Gainesville Regional Utilities
Georgia System Operations Corporation
Georgia Transmission Corporation
GridLiance Holdco, LP
Homestead, City of
JEA
Key West, City of (Keys Energy)
Kissimmee Utility Authority
Kissimmee Utility Authority
Lakeland Electric
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Exhibit A
Member Name

Member Organization

Denise Vidal
Beth McFarland
Dan Jewell
Allan Long
Alonzo Weaver
Todd Hillman (Vice Chair)
Doug Lego (HRCC Chair)
Kent Cochran
Joseph Bunch
Richard McCall
David Sims
Venona Greaff
Michael Smith
Mark Ringhausen (BCC Chair)
Tim Lyons
Lawrence Hopkins
Jay Farrington
Dick Chapman
Nick Fogleman
Ray Crooks
Lisa Johnson
Arnold Singleton
Chris Wagner
Herb Nadler
Adrianne Collins
William Hutchinson
Robert McGarrah
Brad Cox
Bob Dalrymple
Tracy McCrory
Rachel Snead
Dan Roethemeyer
Jason Marshall
Matt Dorsett

Lee County Electric Cooperative, Inc.
LG&E and KU Services Company
Louisiana Generating, LLC
Memphis Light, Gas and Water Division
Memphis Light, Gas and Water Division
Midcontinent Independent System Operator, Inc.
Municipal Electric Authority of Georgia
Nashville Electric Service
New Smyrna Beach, Utilities Commission of
North Carolina Electric Membership Corporation
Northern Star Generation Services Company, LLC
Occidental Chemical Corporation
Oglethorpe Power Corporation
Old Dominion Electric Cooperative
Owensboro, KY Municipal Utilities
Piedmont Electric Membership Corporation
PowerSouth Energy Cooperative
Prairie Power, Inc.
Prairie Power, Inc.
Reedy Creek Improvement District
Seminole Electric Cooperative
South Carolina Public Service Authority
South Carolina Public Service Authority
Southeastern Power Administration
Southern Company Services, Inc.
Southern Illinois Power Cooperative
Tallahassee, City of
Tenaska Power Services, Co.
Tennessee Valley Authority
Tennessee Valley Authority
Virginia Electric and Power Company
Vistra Energy Corporation
Wabash Valley Power Association, Inc.
Wabash Valley Power Association, Inc.
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Other Attendees
Member Name
Jim Goodrich
Cynthia Pointer
Stacy Dochoda
John Greaves (CIPC Vice Chair)
Laura Coakley (FAC Chair)
Tony Hall (CIPC Chair)
Jason Blake
Barbara Ecton
Holly Hawkins
George Krogstie
John Odom
Tim Ponseti
Rebecca Poulson
Brian Thumm

Member Organization
Board Advisor
FERC
Florida Reliability Coordinating Council
Georgia Power Company
Georgia System Operations Corporation
LG&E and KU Services Company
SERC Reliability Corporation
SERC Reliability Corporation
SERC Reliability Corporation
SERC Reliability Corporation
SERC Reliability Corporation
SERC Reliability Corporation
SERC Reliability Corporation
SERC Reliability Corporation
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SERC R E L I A BI L I T Y CO R P O R AT I O N
To:

Board of Directors

From: Holly A. Hawkins
Date: October 13, 2020
RE: Request for Approval of Florida Reliability Coordinating Council, Inc. as a new SERC
Member
The Board of Directors is requested to approve the membership of Florida Reliability
Coordinating Council, Inc. (“FRCC”) as a new SERC member in the ISO-RTO/Reliability
Coordinator Sector, to be effective January 1, 2021. FRCC’s membership application was
received on August 25, 2020.
FRCC is a not-for-profit company incorporated in the State of Florida. FRCC is a Reliability
Coordinator and Planning Authority serving peninsular Florida east of the Apalachicola River.
FRCC’s mission is to coordinate a safe, reliable and secure bulk power system with its Members.
FRCC meets the eligibility requirements to become a SERC member in Section 4.2 of the SERC
Bylaws, effective January 1, 2021, because: 1) FRCC is a user, owner or operator of the Bulk
Power System in the SERC Region; 2) FRCC has a material interest in the BPS in the SERC
Region; 3) FRCC qualifies for one or more of the Sectors in Section 4.5 of the SERC Bylaws; and
4) FRCC is subject to the jurisdiction of the Federal Energy Regulatory Commission.

3701 Arco Corporate Drive, Suite 300, Charlotte, NC 28273 • Office: 704-357-7372 • Fax: 704-357-7914 • www.serc1.org

Attachment 7
SERC Reliability Corporation
Statement of Activities, Fixed Assets Expenditures, and Change in Working Capital
From 1/1/2020 Through 9/30/2020
Variance
2020 YTD Actual
2020
v 2020 YTD Budget
YTD Budget
Over(Under)

2020
YTD Actual
Funding
Statutory Funding
SERC Assessments
Penalties Released*
Total Statutory Funding
Membership Fees
Services & Software
Workshops & Miscellaneous
Interest
Total Funding (A)
Expenses
Personnel Expenses
Salaries
Payroll Taxes
Benefits
Retirement Costs
Total Personnel Expenses
Meeting Expenses
Meetings & Conference Calls
Travel
Total Meeting Expenses

$
$
$

$

$

$

$
$

16,844,342
1,900,000
18,744,342
8,615
81,903
18,834,860

$
$
$

$

10,794,864
746,932
1,201,016
1,352,270
14,095,082

$

27,316
110,986
138,302

$

$

16,844,342
1,900,000
18,744,342
147,500
45,000
18,936,842

$
$
$

$

10,601,536
771,153
1,367,444
1,368,136
14,108,269

$

325,704
519,722
845,426

$

$

$

1,787,928
591,957
414,941
91,940
1,200
2,887,965

$

17,841,660

$

$

$

$

(138,885)
36,903
(101,982)

193,328
(24,221)
(166,428)
(15,866)
(13,187)

(298,388)
(408,736)
(707,124)

2020
Projection

%

$
0.00%

$
$

-0.54%

$

2020
Budget

22,459,123
1,900,000
24,359,123

$

2,765
91,578
24,453,466

$

14,619,080

$

$

$

165,000
60,000
24,584,123

$

$

483,698
(6,151)
(149,182)
(2,365)
326,000

1.73%

(349,699)
(631,541)
(981,240)

-73.95%

$

(496,228)
50,869
379,198
(56,014)
(1,200)
(123,375)

-3.06%

$

(778,614)

-3.22%

$

$

2,369,580
789,276
710,349
166,140
1,200
4,036,545

$

24,195,013

$

$

172,125
173,607
345,732

$

1,873,352

$

$

$

$

Operating Expenses, excluding Depreciation
Consultants & Contracts
Office Rent
Office Costs
Professional Services
Miscellaneous
Total Operating Expenses

$

1,244,011
632,406
605,112
61,660
2,543,189

Total Direct Expenses

$

16,776,573

Indirect Expenses

$

-

$

-

$

-

$

-

$

-

$

-

Other Non-Operating Expenses

$

-

$

-

$

-

$

-

$

-

$

-

$

$

(543,917)
40,449
190,171
(30,280)
(1,200)
(344,776)

-11.94%

$

(1,065,087)

-5.97%

Total Expenses (B)

$

16,776,573

$

17,841,660

$

Change in Assets

$

2,058,287

$

1,095,182

$

Fixed Asset Additions, excluding Right of Use Assets (C)

$

51,043

$

213,332

TOTAL BUDGET (B+C)

$

16,827,616

$

18,054,992

TOTAL CHANGE IN WORKING CAPITAL (A-B-C)

$

2,007,244

$

881,850

FTE's
Head Count

(1,065,087)

840,145
1,089,547
110,126

$

3,913,170

$

23,416,399

-5.97%

$

23,416,399

$

24,195,013

$

(778,614)

963,105

87.94%

$

1,037,067

$

389,110

$

647,957

166.52%

$

(162,289)

-76.07%

$

412,481

$

330,000

$

82,481

24.99%

$

(1,227,376)

-6.80%

$

23,828,880

$

24,525,013

$

(696,133)

$

1,125,394

127.62%

$

624,586

$

59,110

$

565,476

96.00
96.00

98.00
98.00

(2.00)
(2.00)

96.00
96.00

98.00
98.00

(2.00)
(2.00)

Beginning WC Reserve at 1/1/2020
Change to WC - 2020
Working Capital Reserve at 9/30/2020

1,855,528
2,007,244
3,862,772

1,201,725
881,850
2,083,575

653,803
1,125,394
1,779,197

1,855,528
624,586
2,480,114

1,201,725
59,110
1,260,835

653,803
565,476
1,219,279

Assessment Stabilization Reserve:
Beginning AS Reserve at 1/1/2020
Penalties Released
Penalties Received
Assessment Stabilization Reserve 9/30/2020

5,645,000
(1,900,000)
210,000
3,955,000

Net Assets Designated for Operating Reserves
(from audited financial reports)
Beginning WC - 1/1/2020

0.00%

-0.53%

$

$

19,157,497

-

%

(162,235)
31,578
(130,657)

521,824
805,148
1,326,972

1,821,816

$

$

$

$

1,694,548

-83.64%

22,459,123
1,900,000
24,359,123

14,135,382
1,028,204
1,843,730
1,824,181
18,831,497

1,022,053

-0.09%

Variance
2020 Projection
v 2020 Budget
Over(Under)

1,855,528
1,855,528

* Penalties Released in the current year reflects the designated amount of funds released from the Assessment Stabilization Reserve (ASR) to offset U.S. assessments
as approved by the SERC Board of Directors and FERC. Actual penalties invoiced in the current reporting year are shown as an increase in the ASR on the reserve
summary table and will be reported as income on the audited financial statements in accordance with Generally Accepted Accounting Principles (GAAP).

5,645,000
(1,900,000)
210,000
3,955,000

-3.22%

-2.84%
956.65%

SERC Relibility Corp
Balance Sheet as of 9/30/2020
Current Year
Assets
Current Assets
Cash & Cash Equivalents
Checking - First Citizens
Money Market - First Citizens
Investments - First Citizens

$

Total Cash & Cash Equivalents
Accounts Receivable
Accounts Receivable - Customers
Investment Interest Receivable

1,565,601
2,439,818
7,144,423
11,149,842
-

Total Accounts Receivable
Prepaid Expenses
Prepaid Expenses
457 Plan - Deferred Compensation asset

238,244
420,951
659,195
11,809,037

Fixed Assets - Equipment
Fixed Assets - Computer
Fixed Assets - Furniture
Fixed Assets - Leasehold Improvements
Fixed Assest - Software

373,540
312,900
385,291
1,292,158
1,617,137
3,981,026

Accum. Depr - Equipment
Accum. Depr - Computers
Accum. Depr - Furniture
Accum. Depr - Leasehold Improvements
Accum. Depr. - Software

(334,938)
(210,427)
(47,687)
(288,117)
(1,429,670)
(2,310,839)

Total Prepaid Expenses
Total Current Assets
Long-term Assets
Property & Equipment

Total Property & Equipment
Accumulated Depreciation/Amortization

Total Accumulated
Depreciation/Amortization
Total Long-term Assets
Total Assets

$

1,670,187
13,479,224

Liabilities
Short-term Liabilities
Accounts Payable
Accounts Payable

$

Total Accounts Payable
Deferred Revenue
Deferred Revenue - Penalties
Deferred Revenue - Workshops

35,000
96,010
131,010

Total Deferred Revenue
Other Short-term Liabilities
Accrued Expenses
Accrued Bonus & Incentives
Accrued PTO
Payroll Liabilities - 401K
Accrued Payroll Taxes
457 Plan - Deferred Compensation liability

404,961
1,523,322
349,738
635,105
106,923
420,951
3,441,000
3,632,898

Total Other Short-term Liabilities
Total Short-term Liabilities
Long-term Liabilities
Other Long-term Liabilities
Deferred Rent Adjustment
Deferred Revenue - Penalties

393,365

Total Other Long-term Liabilities
Total Long-term Liabilities
Total Liabilities

393,365
393,365
4,026,263

Net Assets
Beginning Net Assets
Net Assets

9,591,715

Current YTD Net Income
Total Current YTD Net Income
Total Net Assets
Total Liabilities and Net Assets

60,888
60,888

(138,754)
(138,754)
9,452,961
$

13,479,224

Budget to Actual Comparison as of September 30, 2020 (Unaudited)

Overall Summary
• Spending $1.227k under budget as timing of expenditures varies from budget
• Funding $102k under budget attributable to cancellation of workshops
• Full year projected spending $696k under budget attributable to COVID-19 impact
Income
• Funding (Actual - $102k under budget)
o Investment income higher than budget due to increased market value offset by
workshop revenue lower than budget due to cancellation of workshops
o Full year projected to be $131k under budget
Expense
• Personnel Expenses (Actual - $13k under budget)
o Insurance renewal lower than budget. Full year impact projected to be $326k
over budget due to improved hiring and retaining of talent resulting in lower than
budgeted vacancies
•

Meeting/Travel Expenses (Actual - $707k under budget)
o Decreased meeting and travel associated with COVID-19 related
postponements, full year impact projected to be $981k under budget

•

Contracts/Consultants (Actual - $544k under budget)
o Independent Director search fees and Compliance User Group expenses less
than budgeted
o Certain software costs budgeted in Contracts, but expensed in Office Costs
o Timing of RAPA Dynamic Reduction Model expenses later than budgeted

•

Office Rent (Actual - $40k over budget)
o Common area maintenance expenses higher than expected

•

Office Costs (Actual – $190k over budget)
o Certain software costs budgeted in Contracts, but expensed in Office Costs

•

Professional Services (Actual - $30k under budget)
o Timing of actual legal fees varies from budget

•

Fixed Asset Purchases (Actual - $162k under budget)
o Certain IT projects budgeted deferred until Q4
o Full year impact projected at $82k over budget due to accelerated timeline for
Member Portal project

STRATEGIC PLAN
2021 - 2023
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COMPANY OVERVIEW
SERC’s mission is to reduce risks to the reliability and
security of the bulk power system (BPS) for today and
the future.
To achieve this mission, we maintain a diverse team of
experts across numerous disciplines in order to address
the complex, evolving, and dynamic challenges facing
the grid. Our team also partners with the best and
brightest individuals from both the power industry and
the federal government to understand and address the
challenges facing the grid. These key partnerships
make our work more informed, pragmatic, responsive,
and impactful.
We are one of only six companies across North America
that is responsible for this important work under
Federal Energy Regulatory Commission (FERC)
approved delegation agreements with the North
American Electric Reliability Corporation (NERC). Our
company is specifically responsible for the reliability
and security of the electric grid across the southeastern
and central regions of the United States. This area
covers approximately 630,000 square miles and serves
a population of more than 91 million. It includes all or
portions of Florida, Georgia, Alabama, Mississippi,
Louisiana, Texas, Oklahoma, Arkansas, Missouri, Iowa,
Illinois, Kentucky, Tennessee, Virginia, North Carolina,
and South Carolina.
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LETTER FROM THE CEO
A sound and thoughtful strategic plan is resilient. It is able to withstand variable
external pressures on the company, and provide a framework to capitalize on
opportunities as they emerge. This past year, we have faced tremendous challenges
as we work through the public health crisis of the novel coronavirus. In doing so, we
have leveraged our core strategic focus areas to ensure we continue the meaningful
work we do as a part of the ERO Enterprise.
One of our key focus areas is that we must be a credible and trusted expert
organization for our stakeholders. We have been working hard to proactively mature
and refine our expertise and ability to accurately identify, prioritize, communicate, and
manage risks. Our continued maturation in this area is foundational and critical to
our ability to successfully perform our essential mission. We believe that we must
truly be a risk-based organization to ensure that we are accurately and strategically
focused to delivering value to our stakeholders and make a positive impact toward
the reduction of risks across our 16 state footprint.
For example, the importance of us being a dynamic, data driven, and risk-based
organization could not be more apparent than during this pandemic. Our industry is
navigating unprecedented health and safety challenges and increasing cyber security
threats, while simultaneously needing to maintain a steady hand to ensure the
Jason Blake, SERC President and CEO
reliability and security of our electric grid. Being a truly risk-based organization
allows us to adjust and appropriately reprioritize our work to ensure we are adding
value, not administrative burdens. It enables our teams to utilize discretion and flexibility that balances their ability to work with our stakeholders to
address the more pressing risks without unnecessarily straining or jeopardizing the health safety of essential industry workforce.
This year’s Strategic Plan continues the transformative growth and boundless opportunities for us, our stakeholders, and our essential
mission Thanks to each of you, we have achieved significant victories and built lots of positive momentum that has and continues to strengthen
SERC and the importance of our work. We now look to build upon this positive momentum by continuing to sharpen our focus on our exciting
future, further aligning our work around our essential mission, and realizing and unleashing the value of the regional model. We continue to help
shape the ERO Enterprise Long-Term Strategy, ensuring that NERC and the Regions are operating as one synchronous machine and each
company’s strategic plans are designed to work in concert toward our collective mission, vision, value drivers, and long-term focus areas.
Our growth and maturity remains evident in our passion for excellence in pursuit of our mission. The vision and resilience of our Strategic Plan will
continue to serve us well for the seen and unforeseen challenges we are sure to face in the years to come. I am honored to be a part of the SERC
team and I know you share in my excitement about our promising future.
3

STRATEGIC PLANNING PROCESS
To reflect SERC’s dedication to alignment with NERC, SERC
committed to adopting the same Vision, Mission, and Core
Values & Principles as NERC, with minor revisions to reflect
SERC’s unique footprint. SERC also evaluated the priorities of
NERC. Each of NERC’s strategic focus areas are embedded in
SERC’s Strategic Focus Areas.
SERC’s Strategic Planning Process considered common
themes throughout the industry, evaluated SERC’s strengths
and areas for improvement, and identified risk priorities to
develop SERC’s Strategic Focus Areas for 2021 - 2023.
Each strategic focus area is presented in additional detail
with:
• vision statements,
• critical elements to support the focus areas, and
• recent, supporting strategic accomplishments.

NERC Strategic Focus Areas
 Focus Area 1: Expand Risk-Based Focus in
Standards, Compliance Monitoring, and
Enforcement
 Focus Area 2: Assess and Catalyze Steps to
Mitigate Known and Emerging Risks to
Reliability and Security
 Focus Area 3: Build a Strong, E-ISAC-Based
Security Capability
 Focus Area 4: Strengthening Engagement
across the Reliability and Security Ecosystem
in North America
 Focus Area 5: Capture Effectiveness,
Efficiency, and Continuous Improvement
Opportunities

4

VISION
A highly reliable and
secure bulk power system

STRATEGIC PLAN OVERVIEW
| 2021 – 2023 |
STRATEGIC FOCUS AREAS

MISSION
To assure effective and
efficient reduction of risks
to the
reliability and security
of the bulk power system

CULTURAL
ATTRIBUTES
Leader
Collaborative
Expert
Purposeful
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Strategic Focus Area #1: Credible & Trusted Expert
Accomplishments

Vision

Position SERC as a Credible and Trusted Expert Organization for its Stakeholders

• Excellence in risk identification, risk management, risk communication, and continuous improvement
• Strong internal controls to reduce internal corporate risk, including cyber security, data/confidential information
protection, and data integrity and analysis
• Timely, effective resolution of potential issues reported to or discovered by SERC
• Excellence in the communication of current and emerging risks to BPS reliability, resilience, and security
• Performance-based training through specialized classroom and simulation outreach opportunities
• Visible key performance metrics through a balanced scorecard approach
• Strong partnerships with outside organizations

Critical Elements
Subject Matter Expertise
Reliability Standards and cyber security are
complex issues, and SERC maintains a
competent staff which understands the true
impact emerging risks place on the BPS.
Stakeholder Engagement
Engage with stakeholders to remain aware
of emerging risk and understand the
priorities placed on the mitigation efforts.
Fair, Independent, and Objective
SERC is recognized as a predictable,
transparent, unbiased, unimpeachable
expert organization which maintains
independence from stakeholder bias.

 Created Assistance Program to provide
region-wide training opportunities for
high priority topics
 Created a more efficient committee
structure to better focus on current and
emerging BES issues
 Integrated risk elements into
compliance monitoring scope for
individual entities
 Implemented enterprise risk
management program to identify and
mitigate internal risk

Internal Controls
Use control framework to continue to meet
obligations and be “audit ready” for the
functions entrusted to SERC.
Performance Metrics
To assess performance, SERC maintains a
balanced scorecard of relevant key
performance metrics.
Continuous Improvement
Adapt to changing policies and influences
by improving processes to be effective and
efficient.
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Strategic Focus Area #2: Leader across ERO & FERC
Accomplishments

Vision

Establish SERC as a Leader across the ERO Enterprise and FERC
•
•
•
•
•
•
•

Leadership positions within the ERO
ERO committees with knowledgeable SERC leaders
Strong engagement with policy and decision-makers
Refined Assistance and Outreach Programs for engaging registered entities
Leader in sharing information among industry, Regions, ERO, and government
Advanced analytics capabilities that leverage data analysis across the organization
Stakeholder engagement in regional risk management program

Critical Elements
Engagement with Peers
Relationships and participation across the
ERO will ensure SERC’s good ideas are
implemented in common Regional
practices.
Engagement with Stakeholder SMEs
Working with stakeholders through
technical committees will enable SERC to
understand their perspectives and
incorporate their needs into SERC work
products.

 Improved performance of committee
work through process and technological
enhancements
 Implemented business intelligence
center to translate data into insights
 Automated data visualization and
statistical analysis for data reporting
 Embedded risk management into
SERC's culture
 Created a hybrid governance structure
that includes independence and a focus
on risk management

Advanced Analytics
Data is the key to understanding and
predicting system performance; advanced
analytics turns data into insights.
Access to Information
SERC relies heavily on information to
perform assessments, make
determinations, and communicate status;
this pipeline must remain open through all
available channels.
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Strategic Focus Area #3: Desirable Place to Work
Accomplishments

Vision

Foster a Highly Desirable Place to Work through Culture and Purpose
•
•
•
•
•
•

Diverse and inclusive workforce that thrives on myriad experiences
Open and honest communication that supports the organization’s cultural attributes
High utilization of internal resources, which capitalizes on individual strengths wherever they reside
Meaningful connection between daily activities and mission, vision, and values of the organization
Individual development plans which create continuous learning and growth
Strong human resource engagement which attracts and retains quality talent

 Proactive leadership to refreshed
corporate culture and engage with the
organization on multiple levels
 Meaningful connection between daily
activities and mission, vision, and
principles of the organization
 Reorganized organization to improve
effectiveness and create efficiencies
 Revised Human Resources policies to
enhance employee experience

Critical Elements
Diversity and Inclusion
Differences help us connect with stakeholders,
and help us attract, develop, and maintain the
very best workforce.

Mission, Vision, and Values
Demonstrate importance of work by
connecting job functions to SERC’s
mission, vision, and values.

Innovative and Collaborative Atmosphere
SERC affords staff opportunities to problemsolve with innovative ideas by collaborating
across business units.

Trusting Environment
Leadership creates an environment of
trust, encouragement, and open
communication.

Organizational Development and Talent
Management
Deliver company-wide training to support
growth and development of the organization;
provides tools and training opportunities to
optimize employees’ knowledge, skills, and
abilities.

Competitive Benefits Package
SERC offers a comprehensive competitive
benefits package to attract and retain
quality candidates.
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THREE-YEAR ROADMAP
| 2021 – 2023 |

Over the next three years, SERC will develop plans for each of these areas
in an effort to support the strategic focus areas:

2021
 Implement Regional Risk Management Program Improvements
 Refine Communication & Outreach Program
 Strengthen Internal Controls for Cyber Security and Protection of
Confidential Data/Information
 Develop Data Governance Program
 Accelerate Organizational Development with a continuous
improvement mindset
 Strengthen internal program readiness with superior Internal controls
and internal audit techniques

2022
 Strengthen role of Risk Committee with opportunities for oversight of
critical corporate and Regional risk-based activities
 Define and promote interaction with State Regulatory Agencies
 Explore opportunities to expand influence of Situational Awareness
and stakeholder technical committees, especially in the area of cyber
security
 Evaluate success of governance changes, and make necessary
adjustments
 Refine internal processes to leverage effectiveness and efficiencies of
ERO initiatives

2023

9

 Develop external training programs which are the gold
standard of Region-based operating and technical training
 Verify Effectiveness of Internal Controls for Cyber Security
 Transition internal risk processes to relevant maturity
models and asses effectiveness to improve
performance
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A RELIABLE FUTURE IN A
RISK-BASED ENVIRONMENT
SERC’s Strategic Focus Areas for 2021 – 2023 focus on
reducing risk and improving SERC as an organization.
Risk reduction encompasses BPS reliability as well as
internal risk. Risk reduction to the BPS is embodied as
SERC’s overall mission. SERC’s strategic purpose is to
seek opportunities to be innovative, effective, and
efficient.
To ensure its own success as an organization, SERC must
maintain a credible profile with its stakeholders and
continue to focus on corporate risk reduction.
Achieving success in these focus areas will continue to
move SERC, its members, and its registered entities
toward a secure and reliable future.

10

ERO ENTERPRISE DECLARATION
In the spring of 2019, SERC leadership collaborated with NERC and its
peers across the ERO to develop a joint statement of commitment to a
number of guiding principles for our collective success. This declaration
articulates our unique roles within the ERO Enterprise, while synthesizing
our efforts for a common goal.

Committed to Our Collective Success
We declare that the ERO Enterprise model is critical to our success and that NERC and the Regional
Entities are partners committed to our collective success.
• We commit to work together as one team and honor each of our roles.
• We commit to listen, to actively support ERO Enterprise activities, and to eliminate unnecessary
duplication of work.
• We commit to collaborate in developing clear and consistent guidance across the ERO Enterprise.
• We commit to be an information, knowledge, and resource sharing ERO Enterprise.
• We commit to develop and share harmonized messages across the ERO Enterprise communications.
• We support innovation and initiative and the sharing of best practices across the ERO Enterprise.

Strong Regions + Strong NERC = Brilliant ERO

11
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PUBLIC

1.0 Executive Summary
The focus of the 2020 SERC Reliability Risk Report is to identify reliability risks within the SERC
region of the North American Bulk Power System (BPS). These Risks were developed by
leadership from the Engineering, Operations, and the Critical Infrastructure Protection
Committees with support from SERC staff. Risks identified in this report are valuable inputs to
the development of the SERC CMEP Implementation Plan.
For the 2020 SERC Reliability Risk Report the RRWG considered relevant 2019 risk elements,
as well as the 2019 ERO Reliability Risk Priorities Report, and prioritized them based on the
probability of occurrence and severity of impact to the SERC Region.
The 2019 ERO Reliability Risk Priorities Report introduced a consolidation of risks into four high
level risks: 1) Grid Transformation, 2) Extreme Natural Events, 3) Security Vulnerabilities, and 4)
Critical Infrastructure Interdependency
Figure 1: 2019 ERO Reliability Risk Priorities Report - Four High Level Risks1

In the review of SERC Reliability Risks the Engineering Committee (EC), Operations Committee
(OC) and Critical Infrastructure Protection Committee (CIPC) identified the top Reliability Risks
to the SERC Region. Each committee handles issues respective to planning, operations, and
critical infrastructure.
Table 1 is a graphic representation of the top identified SERC Reliability Risks and their risk
status for the SERC Region. The Manage (status) group includes emerging risks where
mitigation plans need to be developed and implemented either through SERC or other Industry
engagements or associated inflight mitigation plans need to be completed. The Monitor (status)

1

2019 ERO Reliability Risk Priorities Report
https://www.nerc.com/comm/RISC/Related%20Files%20DL/RISC%20ERO%20Priorities%20Report_Boar
d_Accpeted_November_5_2019.pdf

group includes risks that already have mitigation plans and guidance that are being
implemented.
Table 1: Ranked Risk Elements and their risk status
1. Cybersecurity threats result
from exploitation
2. Extreme Weather

Monitor
Monitor

Manage
Monitor

6. Fuel Diversity
7. Transitioning Workforce

Manage

3. Variable Energy Resource
Integration
4. Resource Uncertainty (EC)

Manage

9. (tie) Pandemic

Manage

5. Resource Uncertainty (OC)

Monitor

9. (tie) Parallel loop flow issues

Monitor

Manage

8. Technologies and Services

is a heat map representation of the 2020 top ten identified SERC Reliability Risks.
Figure 2: 2020 Top Reliability Risk Heat Map

Reliability Risk Heat Map Legend
CS – Cybersecurity Threats

FD – Fuel Diversity

EW – Extreme Weather

TW – Transitioning Workforce

VE – Variable Energy Resources Integration

TS – Technologies and Services

RUE – Resource Uncertainty (EC)

PL – Parallel/Loop Flows Issues

RUO – Resource Uncertainty (OC)

P – Pandemic

SERC Reliability Risks Common Themes and Takeaways


Interdependencies between industries and fuel types – Fuel Diversity, Resource
Uncertainty, and Critical Infrastructure Interdependencies
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Increased security risks (both cyber and physical) – Cyber Security and Expanded
Attacks on BPS



The increase in natural gas and renewable generation coupled with the decline in
nuclear and coal-fired generation - Resource Uncertainty and Variable Energy
Resource Integration



The importance of emerging technologies and how to best incorporate those into a
reliable and secure BPS – Resource Uncertainty, Transitioning Workforce, and
Variable Energy Resource Integration



Significant changes to the grid require new models and tools for reliable integration Transitioning Workforce and Variable Energy Resource Integration



The SERC Region is susceptible to multiple types of Natural Events – Extreme
Weather, and Pandemic

In the following sections, the Risk Profiles, Justification, and Mitigation practices will discuss the
reliability risks as grouped by the Engineering, Operations, and Critical Infrastructure Protection
function to the SERC Region.

2.0 Background
On July 20, 2006, the Federal Energy Regulatory Commission (FERC) certified the North
American Electric Reliability Corporation (NERC) as the Electric Reliability Organization (ERO)
in the United States, pursuant to Section 215 of the Federal Power Act. As the ERO, NERC may
delegate authority to Regional Entities to monitor and enforce NERC Reliability Standards.
NERC and the Regional Entities work to safeguard bulk power system (BPS) reliability
throughout North America.
Figure 3: Six Regional Entities of North American BPS

NERC REGIONS
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Figure 4: SERC Subregions

As one of six Regional Entities, SERC Reliability Corporation (SERC), located in Charlotte,
North Carolina, performs certain functions delegated by NERC as the ERO, and is subject to
FERC oversight. SERC promotes and monitors compliance with mandatory Reliability
Standards, assesses seasonal and long-term reliability, monitors the BPS through system
awareness, and educates and trains industry personnel.
The SERC Region includes all or portions of 16 states in the southeastern and central United
States, including all of Alabama, Georgia, Mississippi, North Carolina and South Carolina,
Florida and portions of Arkansas, Illinois, Iowa, Kentucky, Louisiana, Missouri, Oklahoma,
Tennessee, Texas and Virginia. SERC covers an area of approximately 630,000 square miles.
SERC comprises six diverse Reliability Coordinator (RC) Areas: Florida Peninsula (FLPeninsula) Florida Reliability Coordinating Council, Inc. (RC); Midcontinent Independent System
Operator (MISO) RC, subdivided as MISO-Central and MISO-South; Tennessee Valley
Authority (TVA) RC - Central; Southeastern RC (SeRC) - Southeast; VACAR South (VACS) RC
- East; PJM Interconnection, LLC (PJM) RC - PJM. SERC currently has 78 members, which
include Investor-Owned Utilities; Municipal, Cooperative, State, and Federal Entities; Regional
Transmission Organizations (RTOs); Independent System Operators (ISOs); Independent
Power Producers (IPPs); and Power Marketers. In the SERC Region approximately 245
registered entities under the North American Electric Reliability Corporation (NERC) functional
model.
SERC is a nonprofit regulatory authority that promotes effective and efficient administration of
BPS reliability. SERC Technical committees and associated subcommittees share expertise
among stakeholders and provide vital collaboration in maintaining the Region’s reliability.

2020 SERC Reliability Risk Report Approved
September 21, 2020/Final

Page 7 of 59

3.0 Purpose
The Reliability Risk Working Group (RRWG) advises the SERC Operations, Planning, and
Security Executive Committee (OPSEC) concerning risks to the reliability of the BPS for
Engineering, Operating, and Critical Infrastructure Protection. They work to identify, analyze,
and prioritize Regional risks and educate SERC members on these risks. The RRWG provides
input to the SERC Compliance Monitoring and Enforcement Program (CMEP) Implementation
Plan by providing reliability risks and justification for submission to the ERO CMEP
Implementation Plan for the following year.
Each of the SERC technical committees nominate and evaluate potential risk elements in their
technical area. While risks remain categorized in each of these three technical areas, some may
align with more than one group. The RRWG uses the following risk ranking methodology:


Identify the impact(s) of a risk element.



Assess the probability of risk occurrence in each identified impact area(s).



Assign a final risk score to the risk element.

For the 2020 SERC Reliability Risk Report the RRWG considered relevant 2019 risk elements,
as well as the 2019 ERO Risk Report, and then prioritized them based on the probability of
occurrence and severity of impact.
The 2019 ERO Reliability Risk Priorities Report introduced a consolidation of risks into four high
level risks2: 1) Grid Transformation, 2) Extreme Natural Events, 3) Security Vulnerabilities, and
4) Critical Infrastructure Interdependency.
Higher Likelihood, Higher Impact
 Changing Resource Mix
 Variable Energy Resources Integration
 Cybersecurity threats result from exploitation of both external and internal
vulnerabilities
 Resource Uncertainty/changing mix
 Fuel Diversity and Fuel Availability
Higher Likelihood, Lower Impact
 Transitioning Workforce
 Technologies and Services
 Parallel/Loop Flow Issues
Lower Likelihood, Higher Impact
 Extreme Natural Events
 Pandemic
Lower Likelihood, Lower Impact
 None identified at this time fall into this category

2

2019 ERO Reliability Risk Priorities Report
https://www.nerc.com/comm/RISC/Related%20Files%20DL/RISC%20ERO%20Priorities%20Report_Boar
d_Accpeted_November_5_2019.pdf
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4.0 2020 ERO Enterprise Risk Elements3
Impact of Risk Elements
The Regional Entities (REs) evaluate the relevancy of the risk elements to the entity’s facts and
circumstances as they plan Compliance Monitoring and Enforcement Program Implementation
Plan (CMEP IP) activities throughout the year. For a given registered entity, requirements other
than those in the CMEP IP may be more relevant to assist mitigating the risk, or the risk may not
apply to the entity at all. Thus, depending on regional distinctions or registered entity
differences, focus will be tailored as needed.
The 2020 risk elements are included in
Table 2 and reflect a maturation of the risk-based approach to compliance monitoring. As the
ERO Enterprise and industry continue to become more knowledgeable about the risks that
require control emphasis or mitigation, risk elements will focus more on discrete risks. These
discrete risks provide focus for measuring current state and validating registered entity
progress. By tracking improvements, industry and the ERO Enterprise can justify focusing on
different risks in the future.

2020 ERO Enterprise CMEP Implementation Plan – Version 2.0
https://www.nerc.com/pa/comp/CAOneStopShop/2020_ERO_CMEP_Implementation%20Plan.pdf#searc
h=2020%20ERO%20Enterprise%20CMEP%20Implementation%20Plan
3
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Table 2: Comparison of 2019 and 2020 Risk Elements

4

Table 4 contains the 2020 risk elements and associated areas of focus as listed in the 2020
ERO Enterprise CMEP Implementation Plan.
Table 3: ERO 2020 Risk Elements5
Management of
Access and
Access
Controls

Standards

Requirements

CIP-003-7,
CIP-003-8

R2

CIP-004-6

R4, R5

CIP-005-5,
CIP-005-6

R1, R2

CIP-006-6

R1

CIP-007-6

R1, R2, R3

CIP-010-2,
CIP-010-3

R1, R4

Asset Types
Back up Control Centers, Control
Centers, Data Centers,
Generation Facilities, Substations

Functional
Areas
BA, DP, GOP,
GO, RC, TOP,
TO

2020 ERO Enterprise CMEP Implementation Plan – Version 2.0 Table 1:
https://www.nerc.com/pa/comp/CAOneStopShop/2020_ERO_CMEP_Implementation%20Plan.pdf#searc
h=2020%20ERO%20Enterprise%20CMEP%20Implementation%20Plan
4

ERO Enterprise CMEP Implementation Plan – Version 2.0:
https://www.nerc.com/pa/comp/CAOneStopShop/2020_ERO_CMEP_Implementation%20Plan.pdf#searc
h=2020%20ERO%20Enterprise%20CMEP%20Implementation%20Plan
52020
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Insufficient
Long-Term and
Operations
Planning Due
to Inadequate
Models

Loss of Major
Transmission
Equipment with
Extended Lead
Times

Inadequate
Real-time
Analysis during
Tool and Data
Outages

Improper
Determination
of
Misoperations

CIP-011-2

R1

CIP-013-1

R2

Standards

Requirements

Rationale

Functional
Areas

MOD-033-1

R1, R2

Validating planning power flow
models

PC, RC, TOP

PRC-023-4

R1, R2, R6

Ensure protective relay settings
do not limit transmission
loadability

TO, GO, PC

PRC-024-2

R1, R2

Ensure resources stay available
during applicable voltage and
frequency excursions, especially
inverter-based resources

GO

TPL-001-4

R1

Ensure accurate System Models

PC, TP

Standards

Requirements

Rationale

Functional
Areas

EOP-005-3

R7

Assess whether unavailability of
Blackstart units and their
associated systems, including
Blackstart paths have been
considered in the entity’s spare
equipment strategy

TOP

TPL-001-4

R2.1.5

Ensure that unavailability of major
Transmission equipment has
been considered in the entity’s
spare equipment strategy

PC, TP

Standards

Requirements

Rationale

Functional
Areas

IRO-008-2

R4

Ensuring situational awareness is
maintained regardless of RealTime Contingency Analysis
(RTCA)status

RC

TPL-001-4

R13

Ensuring situational awareness is
maintained regardless of RTCA
status

TOP

Standards
PRC-0045(i)
Standards

Requirements
R1, R3

Requirements
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Rationale
Ensure proper analysis of
protection system operations
Rationale

Functional
Areas
GO, TO

Functional
Areas
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Gaps in
Program
Execution

CIP-0025.1a

R1, R2

CIP-010-2,
CIP-010-3

R1

FAC-003-4

R1, R2, R3,
R6, R7

FAC-008-3

R6

PRC-005-6

R3

Ensuring Entities maintain
complex programs that handle
large amounts or date, e.g.,
accurate inventories of
equipment, following asset
transfers, addition of new
equipment, etc.

BA, GO, TOP,
TO, RC

GO, TO

The RRWG has attempted to identify potential families of NERC Standards to assist in the
justification and identification of Major Reliability Risks to the SERC Region for 2020. This is not
a complete list of possible and/or applicable standards to meet compliance and should not be
used to meet compliance of the NERC Compliance Standards.
Table 5 lists the top 10 Reliability Risks for 2020 as identified by the SERC Technical
Committees
Table 4: SERC 2020 Top 10 Reliability Risks
Cybersecurity threats result
from exploitation of both
external and internal
vulnerabilities

Family of
Standards

CIPs

Rationale/Impact Areas


Unauthorized entry into the ESP



Required patching and updates



Loss of communication – data/voice



Loss of coordination and situational
awareness


Extreme Weather

Family of
Standards

Large block of power unexpectedly flowing
through SERC
Rationale/Impact Areas

EOPs, TOPs, 
BALs,

COMs, INTs, 
and/or TPLs

Planning to deal with and emergency event
Required reporting of extreme events
Ensure that Network Modeling, State
Estimation, and RTCA is resilient in extreme
weather and backup measures are in place if
primary tools fail (e.g. State Estimator fails to
solve)



use of alternate tools -manual operation of
system, Loss of situational awareness



Loss of communication data/voice

Planning for extreme weather condition
Variable Energy Resources
integration

Family of
Standards

Rationale/Impact Areas


BALs,
MODs, TPLs,
and/or FACs
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Ensure entity has operations planning tools
and mitigations in place (operating
procedure) for mitigating imbalances created
by variable energy resources in a timely
manner
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Resource uncertainty/
changing mix along with
generation retirements

Fuel Diversity/Fuel
Availability

Family of
Standards



Maintain sufficient reactive supply and
voltage regulation



Additional reserves required, ramping
requirements



Plan and build when VERs are not available



Additional scenario planning



Accurate Load forecasting



Harmonic impact to the system

Rationale/Impact Areas


EOPs,
MODs, TPLs,
FACs, and/or
BALs


Family of
Standards
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Emergency Operations Plans are in place to
mitigate and respond to Capacity and Energy
Emergencies
Increased coordinated studies required with
SERC neighbors.



Increase of DERS and potential lack of
visibility



Policy or legislation changes could impact
fuel prices due to environmental groups,
activists and, public perception, PV
manufacturing defect impacts a significant %
of solar capacity, States remove PV
economic incentives



Potential transmission system expansion and
lead time concerns



Increase in VERs requiring additional
reserves and need for plan/build of system to
accommodate VERs unavailability



Additional scenario planning needed



Load forecasting, metered load



Lack of visibility of distributed energy
resources (DERS) and its effect on load
forecasting, metered load, and state
estimation



Greater commitment/dispatch challenges for
operators, (ramping requirements, plus
others)



Additional reserves required to address
VERS; increase in need to plan and build the
system when VERs are not available

Rationale/Impact Areas

Page 13 of 59

Transitioning Workforce

NERC Fuel
Assurance
Reliability
Guideline



Resource adequacy



Sudden changes in dispatch and operating
conditions



Forced operating conditions

EOPs, and/or
BALs



Need for fast acting capabilities of existing
units



Significant event that would affect a certain
fuel type



More reliance on natural gas

Family of
Standards

PERs

Technologies and services

Family of
Standards

CIPs

Pandemic

Family of
Standards

EOPs, BALs,
PER, and/or
PRCs
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Rationale/Impact Areas


Lack of experience leads to poor decision
making/delayed actions to resolve
emergency



Aging workforce (lack of knowledge transfer)

Rationale/Impact Areas


Prevention of unauthorized access into the
Electronic Security Perimeter (ESP),
Software authentication



Supply chain protection of critical
components



Loss of electric generation/transmission



Loss of situational awareness monitoring



Loss of communication data/voice



Loss of protection systems



Market disruption

Rationale/Impact Areas


Entities need to have a tested, fully functional
backup site for system operations should the
primary site have active vectors for a virus
threat. System Operators are periodically
tested on operations from the backup site.



Load Uncertainty (reduction and/or profile
changes)



Staffing



Training and Onboarding



Event response and recovery



Delay in execution of maintenance and
capital project improvement plans

Page 14 of 59

Parallel/Loop Flow Issues

Family of
Standards

IROs, TOPs,
and/or FACs
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Rationale/Impact Areas


RCs know how to implement transmission
loading relief procedures



System Operators develop Operating Plans
for mitigating SOL exceedances



Lack of adequate outage coordination for
generation and transmission facilities



Non-uniformity of market/traditional flow
formulas



Lack of coordination to solve reliability issues



Inaccurate models for Operations Planning



Changing Resource Mix and Capacity Market
resources creating unscheduled power flows



TLR as operational risk
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5.0

2020 Reliability Risk Profiles

5.1

SERC EC, OC, and CIPC Committees 2020 Reliability Risk Profiles

5.1.1 Descriptors of the Reliability Risk Profile: Grid Transformation
Figure 5: Reliability Risk Profile - Grid Transformation

Grid Transformation
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Severity
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3

CS
RUO
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RUE
P
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1
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Likelihood
Reliability Risk Heat Map Legend
CS – Cybersecurity Threats
EW – Extreme Weather
VE – Variable Energy Resources Integration
RUE – Resource Uncertainty (EC)
RUO – Resource Uncertainty (OC)

FD – Fuel Diversity
TW – Transitioning Workforce
TS – Technologies and Services
PL – Parallel/Loop Flows Issues
P – Pandemic

Changing Resource Mix, Critical Infrastructure Interdependency, and Human
Performance and Skilled Workforce


Variable Energy Resources Integration – There has been a rise in the SERC
renewable energy resource portfolio; wind energy in the west, and solar in the south
and southeast. Integration of Variable Energy Resources (VERs) raises the risk of
voltage regulation, dynamic response, and sudden change in dispatch patterns. The
changing characteristic of the grid with the growth of VERs will affect how the grid is
operated in future.
Since VERs are weather dependent, planning for backup resources in the absence
of generation becomes essential to maintain the reliability of the system.
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Resource Uncertainty and Changing Resource Mix with Generation
Retirements – A transition is taking place in the resource mix within SERC (and
nationally) driven by both economics and public policy. While decreasing costs and
lower emissions have propelled natural gas dominance as a fuel source (replacing
coal), renewables (photovoltaic and to a lesser extent, wind) are making a surge due
to dropping installation costs and state-based subsidies. Existing nuclear generation
is struggling to be competitive in some areas.



Fuel Diversity and Fuel Availability – Currently, natural gas accounts for more
than 40 percent of generation in the SERC Region. There will be greater reliance on
natural gas generation considering known and anticipated baseload coal plant
retirement, fuel costs, and environmental policies. This will give rise to a less diverse
portfolio, and an inability to respond to loss of a specific fuel type.
Volatility in natural gas prices and aging natural gas infrastructure affect the dispatch
of generation. Adequacy of natural gas pipeline infrastructure to serve extreme
winter peak loads, along with traditional firm gas needs drive the need for fast acting
capabilities of existing units. Policy or legislation changes could affect fuel prices due
to environmental groups, activists, and public perception that a significant event
could affect a certain fuel type as reliance on natural gas continues to grow.



Transitioning Workforce – Lack of experience leads to poor decision
making/delayed actions when resolving emergencies. An aging workforce, with a
resulting lack of knowledge transfer, exacerbates this situation.



Parallel/Loop Flow Issues – All SERC RCs confirm that parallel or loop flows
represent a major operating risk to the BPS. Analysis of past SERC transmission
loading relief (TLR) logs provides information on possible parallel or loop flow
impacts. Influences for such flows include
o

The lack of adequate outage coordination for major generation and
transmission facilities; and

o

The non-uniformity of market and non-market power flows, along with
potential inadequate or inaccurate operation planning models.

Parallel/loop flows put firm transactions at risk. These firm transactions usually serve
as designated network resources (DNRs) for SERC entity load.

2020 SERC Reliability Risk Report Approved
September 21, 2020/Final

Page 17 of 59

5.1.2 Descriptor of the Reliability Risk Profile: Extreme Natural Events
Figure 6: Reliability Risk Profile - Extreme Natural Events

Extreme Natural Events
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EW – Extreme Weather
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RUE – Resource Uncertainty (EC)
RUO – Resource Uncertainty (OC)

FD – Fuel Diversity
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TS – Technologies and Services
PL – Parallel/Loop Flows Issues
P – Pandemic

Other Extreme Natural Events
 Extreme Weather – Typically, the SERC Region experiences more than one
tornado per year and prepares for at least three-to-four named tropical storms each
year. Extreme weather poses a significant risk to BPS reliability due to disruptions in
the fuel supply, vegetation impinging on transmission lines, loss of
telecommunication, lack of BPS situational awareness, and associated forced
outages of generation and transmission facilities. Severe cold weather gives rise to
issues with the natural gas pipeline supply, freezing of piping or instrumentation at
generator plants, freezing of coal piles, and other impacts. Extremely hot weather
can adversely affect generation by restricting plant cooling, sources of cooling water,
and hydroelectric generation due to drought or flooding, as well as reducing facility
ratings.


Pandemic – The recent COVID-19 pandemic brought a unique set of challenges that
affected daily staffing levels; training and onboarding of personnel; load uncertainty
causing load reductions and changes to the load profile; and availability of staff and
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contractors. Along with personnel safety concerns, these culminated in delayed
execution of maintenance and capital project plans.

5.1.3 Descriptor of the Reliability Risk Profile: Security Vulnerabilities
Figure 7: Reliability Risk Profile - Security Vulnerabilities

Reliability Risk Heat Map Legend
CS – Cybersecurity Threats
EW – Extreme Weather
VE – Variable Energy Resources Integration
RUE – Resource Uncertainty (EC)
RUO – Resource Uncertainty (OC)

FD – Fuel Diversity
TW – Transitioning Workforce
TS – Technologies and Services
PL – Parallel/Loop Flows Issues
P – Pandemic

Physical and Cyber


Cybersecurity threats result from exploitation of both external and internal
vulnerabilities – This includes exploitation of employee and insider access; weak
security practices of host utilities, third-party service providers, vendors, and other
organizations; unknown, undisclosed, or unaddressed vulnerabilities in cyber
systems; growing sophistication of bad actors and nation states, and collaboration
between these groups.



Technologies and Services – There has been increased reliance on third party
service providers and cloud-based services for BPS operations and support.
Cybersecurity risks in the supply chain include software integrity and authenticity;
vendor remote access; information system planning; and vendor risk management
and procurement controls.
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5.2

2020 SERC Risks and Mitigation Strategies

The following section represents the top 10 identified 2020 Reliability Risks based on their
overall risk score, regardless of which Committee provided the risk. If a committee did not have
3 risks in the top 10, then the top 3 mitigation strategies are provided in this section. The overall
risk score is determined by and prioritized based on the probability of occurrence and severity of
impact to the SERC Region, as identified by the SERC RRWG. The section below discusses
the mitigation strategies and provides an update as to their progress from 2019.
Appendices A, B, and C provide a complete list of evaluated risk elements.
Figure 8: Ranked Regional Risk Elements summarizes the top 10 risks for 2020 for the
Engineering, Operations, and Critical Infrastructure Protection Committees combined.
Figure 8: Ranked Regional Risk Elements

Reliability Risk Heat Map Legend
CS – Cybersecurity Threats
EW – Extreme Weather
VE – Variable Energy Resources Integration
RUE – Resource Uncertainty (EC)
RUO – Resource Uncertainty (OC)

FD – Fuel Diversity
TW – Transitioning Workforce
TS – Technologies and Services
PL – Parallel/Loop Flows Issues
P – Pandemic

5.2.1 Engineering Committee Risks and Mitigation Strategies
For 2020, 2 risks identified by the Engineering Committee made the RRWG top 10 Regional
Risk Report. The top 3 engineering risks are identified below. For a complete set of the
engineering risks, see Appendix A.
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Figure 9: Engineering Committee Ranked Risk Elements
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Reliability Risk Heat Map Legend – Engineering Committee
A – Generation and Transmission Monitoring
B – FAC-008
C – Flood or Drought for an extended period of
time
D – Generator Governor Frequency Response
E – Modeling Firm Interchange in short and long
term study models

F – Loss of large unit during shoulder months
G – Resource Uncertainty
H – Supply Chain Management
I – Variable Energy Resources Integration
J – Fuel Diversity/ Fuel Availability

5.2.1.1 Variable Energy Resources Integration
There has been rise in the SERC renewable energy resource portfolio: wind energy in the west
and solar in south and southeast. Integration of VERs raises the risk of voltage regulation,
dynamic response, and sudden change in dispatch patterns. The changing characteristic of the
grid with the growth of VERs will affect how the grid is operated in future.
Since VERs are weather dependent, planning for backup resources in the absence of
generation becomes essential to maintain the reliability of the system.
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Table 5: Variable Energy Resource Integration Impact Area and Score*

*Please refer to Appendix A to see the detailed description of the impact area categories

Risk Mitigation Status
The Variable Energy Resources Working Group (VERWG) continues to monitor these changes
and aid with developing solutions to address Variable Energy Resource Integration. Specifically,
the VERWG is developing an Inverter-Based Resource Interconnection Requirements Practices
paper. The purpose of this paper is to document industry guidance and practices of SERC
members regarding interconnection requirements for inverter-based resources. In addition to
acting as a resource for SERC members, the paper will serve as a starting point for discussion
between SERC entities on the best ways to incorporate future industry guidance and lessons
learned. In addition, the paper will act as a training aid and starting point in helping entities
develop inverter-based generation interconnection requirements and will provide insight on the
practices of other SERC members as a resource until expertise is developed. We believe that
providing this guidance to the SERC members will help each member accurately assess the
impact of increasing integration of renewable energy in the SERC region.
5.2.1.2 Resource Uncertainty and Changing Resource Mix Along with Generation
Retirement:
A transition is taking place in the resource mix within the SERC Region (and nationally), driven
by both economics and public policy. While decreasing costs and lower emissions have
propelled natural gas to prominence as a fuel source (replacing coal), renewables (primarily
photovoltaic in the SERC Region and to a lesser extent, wind) are making a surge, due to
dropping installation costs and state-based subsidies. Existing nuclear generation is struggling
to be competitive in some areas.
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Table 6: Changing Resource Mix Impact Area and Score*

*Please refer to Appendix A to see the detailed description of the impact area categories

Risk Mitigation Status
The EC created the Renewable Impact Study Task Force (RISTF) to do the following:


Consider the SERC Resource Adequacy Working Group's (RAWG) 2016 resources mix
scenarios, analyze transmission impacts (voltage constraints, stability, etc.); and



Initiate analysis across multiple technical groups (variable energy, dynamics, steady
state, resource adequacy).

The EC recommended at the time that SERC could use the results from the analysis to identify
potential reliability implications associated with resource mix changes, provide
recommendations to entities in the Region, and provide a reliability perspective for ERO and
policy considerations.
The RISTF completed its work and developed the final report. The recommendations from the
task force were:


Perform transmission analysis on various renewable penetration level sensitivities
developed by the RAWG.



Encourage the Dynamics Working Group to continue discussions on the Eastern
Interconnection Planning Collaborative (EIPC) recommendations and pursue study
efforts, as appropriate.

Additionally in 2017, the SERC EC formed a Variable Energy Resources Working Group
(VERWG) to evaluate the effects of variable energy resource integration on the reliability of the
bulk power system (BPS) in the SERC Region. This group is responsible for annually collecting
data used for trending. In 2017, the VERWG collected limited distributed energy resource (DER)
data through an informal survey of its members. In 2018, SERC modified and expanded the
DER template to include associated DER characteristics. In order to reach a larger SERC
audience and collect a more complete data set, the DER survey has been included in the
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annual, formal DCTF survey. However, the DER survey request does not yet contemplate
hourly modeling data.
The RISTF recommended using the data available through the VERWG data collection for
renewable impact analysis within other studies performed across other EC working groups.
The RISTF completed its report, and then the EC disbanded it in 2018.
5.2.1.3 Generation and Transmission Modeling
Accurate representation of transmission and generation modeling is the key to planning the
transmission adequacy and to maintaining system reliability in the future. The rise of the
renewable generation model and the use of inaccurate and black box models introduces errors
and significantly affects planning studies.
Table 7: Generation and Transmission Modeling Impact Area and Score*

*Please refer to Appendix A to see the detailed description of the impact area categories

Risk Mitigation Status
Mitigation strategies need to be developed, the SERC Engineering Committee needs to
evaluate the impact areas and create an action item to assign to the appropriate committee to
develop mitigations.
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5.2.2 Operating Committee Risks and Mitigation Strategies
For 2020, 6 risks identified by the Operating Committee made the RRWG top 10 Regional Risk
Report. The top 6 operations risks are identified below. For a complete set of the operational
risks, see Appendix B.
Figure 10: Operating Committee Ranked Risk Elements
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Reliability Risk Heat Map Legend – Operating Committee
A – Resource Uncertainty
B – Vegetation causing cascade event
C – Parallel/Loop Flow Issues
D – Extreme Weather
E – Transitioning Workforce

F – Fuel Diversity/ Fuel Availability
G – Loss of large unit during shoulder months
H – Pandemic
I – AC Equipment Failure compounded by relay misoperations
J – Loss of Major Application (EMS/SCADA)

5.2.2.1 Extreme Weather
Typically, the SERC Region experiences more than one tornado per year and prepares for at
least three to four named tropical storms each year. Extreme weather poses a significant risk to
BPS reliability due to disruptions in the fuel supply, vegetation impinging on transmission lines,
loss of telecommunication, lack of BPS situational awareness, and associated forced outages of
generation and transmission facilities. Severe cold weather gives rise to issues with the natural
gas pipeline supply, freezing of piping or instrumentation at generator plants, freezing of coal
piles, and other impacts. Extremely hot weather can adversely affect generation by restricting
plant cooling, sources of cooling water, and hydroelectric generation due to drought or flooding,
as well as reducing facility ratings.
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Table 8: Extreme Weather Impact Area and Score*

*Please refer to Appendix B to see the detailed description of the impact area categories

Risk Mitigation Status
The OC uses the SERC OC Conservative Operations Guidelines (2017) to guide SERC
members in the development of a conservative operations procedure as one means of
mitigating the risks associated with extreme weather experienced by the SERC Region.
NERC developed a Reliability Guideline6, Generating Unit Winter Weather Readiness, which
provides recommended industry practices for preparing for and operating through periods of
extreme cold weather. SERC sent this document to SERC OC members for their company’s
consideration and use with winter preparedness activities.
The SERC OC developed a severe cold weather checklist (or guideline) document. A request to
SERC OC members to provide copies of checklists they currently use resulted in the
submission of three such lists. The final document was published in October 2018.
The SERC OC established a standing agenda item for their fall meeting to address preparations
for cold weather operations.
Members share best practices on events and issues they have experienced during extreme
weather events.
5.2.2.2 Resource uncertainty/changing mix along with generation retirements
A transition is taking place in the resource mix within SERC (and nationally) driven by both
economics and public policy. Renewables (photovoltaic and to a lesser extent, wind) are making
a surge, due to dropping installation costs and state-based subsidies.

6

https://www.nerc.com/comm/OC/Reliability%20Guideline%20DL/Generating_Unit_Winter_Weather_Read
iness_final.pdf
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Table 9: Changing Resource Mix Impact Area and Score*

*Please refer to Appendix B to see the detailed description of the impact area categories

Risk Mitigation Status
For this risk area, the RRWG recommends that the SERC OC should gain insight from the
VERWG efforts and studies. The RRWG recommends the VERWG present updates on efforts
and best practices to the SERC OC technical committee at its upcoming meetings to identify
any actionable items on which the SERC OC should focus.
In addition, since the RRWG has identified a general gap with modeling Distributive Energy
Resources (DERs) and having visibility of DERs on Energy Management Systems (EMS), the
RRWG recommends best practice presentations from SERC OC members knowledgeable in
this area.
5.2.2.3 Fuel Diversity/Fuel Availability
Fuel diversity and fuel availability are of equal risk to the reliable operation of the system.
Currently, natural gas accounts more than 40 percent of generation in the SERC region. There
will be greater reliance on natural gas generation because of baseload coal plant retirements,
volatility in fuel costs, adequacy of natural gas pipeline infrastructure to serve extreme winter
peak load along with traditional firm gas needs, and policy or legislation changes that could
affect fuel prices due to environmental groups, activists and, public perception. This will give rise
to a less diverse portfolio, and loss of the ability to respond to the loss of a single fuel type.
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Table 10: Fuel Diversity/Availability Impact Area and Score*

*Please refer to Appendix B to see the detailed description of the impact area categories

Risk Mitigation Status
In response to this risk, the OC has developed a multi-prong strategy consisting of ongoing
monitoring and member best practice sharing efforts.
The first of these strategies involved securing a speaker from a SERC member to share lessons
learned and actions taken from the NERC Single Point of Disruption (SPOD) Report. During the
2018 Fall Technical Committee Meeting, a presenter from Southern Company Transmission
presented key takeaways from Southern Company’s studies, which they performed as a result
of the SPOD report. The presentation contained valuable information regarding study logistics
and the importance of building and retaining collaborative partnerships with fuel providers, and
including them in the study process. This presentation has been shared with SERC OC
members. To gain additional insight specific to how the operation of natural gas infrastructure
affects utility-scale generation dispatch, the RRWG recommends that information be sought to
gain awareness of Operational Flow Orders (OFOs) and their impact on generation dispatch.
The SERC OC should seek to understand the trend of OFOs, including cause and effect of such
orders. Additionally, the OC should track efforts and information pertaining to the NERC
Electric-Gas Working Group (EGWG). Finally, there should be an annual review of trends
associated with generation resources based on fuel type to gain better awareness of fuel
sensitivities.
Additional strategies—that are still ongoing—include the use of existing tools, such as
Conservative System Operations, to manage effectively capacity constraints, as well as
ensuring that the operations perspective continues to be included in long term planning
scenarios.
5.2.2.4 Transitioning Workforce
Lack of experience leads to poor decision making/delayed actions to resolve emergencies.
Knowledge transfer from the Aging Workforce can mitigate this lack of experience.
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Table 11: Transitioning Workforce Impact Area and Score*

*Please refer to Appendix B to see the detailed description of the impact area categories

Risk Mitigation Status
In response to this risk, the Operating Committee (OC) and the System Operator Subcommittee
(now the System Operator Working Group (SOWG)) developed a Training Framework and
Reference Document in 20177. The SOWG helped address the knowledge transfer concerns by
developing a framework for initial training and a guideline for industry use.
The process suggests taking into account:
 Trainers per operator
 Set time period for new operators to learn a defined set of topics or test out
 Certification
 Qualification on tasks (Reliability Risk Tasks)
 Peer review
o Written Exams
o Demonstrated ability evaluation including simulation
 Management review – oral board
 Testing mechanisms and examples: written, simulation, demonstration, interview
by panel
 Demonstrate performance, structured on-the-job training
 Continuing Education plan
 Operating experience
 Performance management
 Structured and performance-based On the Job (OJT)

7

https://portal.serc1.org/Attachment/EditAttachment/858784?tableAsset=Committee&tableKey=10&tablePr
opertyName=DocumentGroupId SERC Operating Committee (OC) System Operator Subcommittee
(SOS) Training Framework and Reference Document

2020 SERC Reliability Risk Report Approved
September 21, 2020/Final

Page 29 of 59

Along with the above steps taken by the SOWG and OC in 2017, there have been a number of
industry improvements to NERC Standards PER-003, PER-005, and PER-006, The primary
focus of PER-005 – Operations Personnel Training is to train individuals on company-specific
reliability-related tasks (RRT) and to verify the System Operator’s ability to perform these tasks
before operating independently at the System Operator’s respective company. This standard
requires additional training to improve the knowledge and competency for company-specific,
reliability-related tasks so that the individual will become fully qualified for an operating desk
position. Advancements in technology assist trainers in training operators through computer
based training (CBT), simulators, online classrooms, and virtual training. The efforts by the
SOWG and by the industry continue to evolve and assist in the development of the next
generation of system operators; however, the need to monitor this situation will continue.
5.2.2.5 Pandemic
The COVID-19 pandemic has affected staffing levels; caused business and manufacturing load
reductions while raising residential load because of work at home; contributed uncertainty to
load forecasting; and resulted in a slowdown in maintenance and capital projects. Uncertainty
with this unprecedented situation is the biggest risk.
Table 12: Pandemic Impact Area and Score

*Please refer to Appendix B to see the detailed description of the impact area categories

Risk Mitigation Status
In response to this risk, utilities are revising short-term load forecasting using data gathered
from the months already experienced during the COVID-19 changes. Long-term load
forecasting will take into account known load reductions and projections for the economic
recovery. New and innovative methods for onboarding and meeting operator training and drill
requirements are being implemented. Maintenance and capital project development has
returned to normal levels with extra personal protections in place. More experience will reduce
the uncertainty in the future. Although individual companies previously had pandemic response
plans in place, the lessons learned in response to COVID-19 have caused improvements to
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those. At the industry level, a number of efforts have been initiated to aggregate the lessons
learned across the industry. These efforts, and reports generated from them, should be
monitored to identify opportunities to incorporate that information into appropriate NERC and
SERC guidelines and other communication methods for member entities. The SERC RCWG biweekly COVID-19 calls are an example.
5.2.2.6 Parallel/Loop Flow
All SERC RCs confirm that parallel or loop flows represent a major operating risk to the BPS.
Analysis of past SERC transmission loading relief (TLR) logs provides information on possible
parallel or loop flow impacts. Influences for such flows include:


The lack of adequate outage coordination for major generation and transmission
facilities; and



The non-uniformity of market and non-market power flows, along with potential
inadequate or inaccurate operation planning models.

Parallel/loop flows put firm transactions at risk. These firm transactions usually serve as
designated network resources (DNRs) for SERC entity load.
Table 13: Parallel/Loop Flow Impact Area and Score

*Please refer to Appendix B to see the detailed description of the impact area categories

Risk Mitigation Status

In cooperation with the SERC EC, the Loop Flow Study Task Force (LFSTF) suggested a threephase approach to better understand and help address the parallel/loop flow risk.


Phase 1: Incorporate real time data for a TLR5 event into a planning model to
simulate loop flows with real time conditions. This task is complete.



Phase 2: Develop a methodology to adequately study loop flows.


Document the Process for data collection.



Establish the data stream to allow faster case creation.
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Refine the assumptions and application of data to minimize post-processing
of the resulting case. (This will help in creating a good forward-looking case.)



Select a new TLR event, preferably with a different interface (e.g., VACARS/PJM), and review and refine the methodology.

Phase 3: Use the methodology in future near-term studies to assess reliability
concerns. (Use the methodology in predictive studies.)

All of the phases were completed and the EC disbanded the task force. However, a trial run of
the process projected to occur by July 2020 did not occur due to stressed work/committee
balance during the ongoing pandemic. The Planning Coordination Subcommittee (PLCS), who
manage the deliverables for the NTWG, dropped this item. To determine its readiness to
recreate an event using the methodology described in the procedure document, SERC needs to
apply the procedure to a chosen TLR event.
Better coordination between the markets and non-markets, as well as better market-to-market
tools, are assisting in better understanding and managing this risk area. Though TLR 5 events
in the SERC area have trended downward over the last few years (Figure 11), this risk area
remains a concern.
Figure 11: SERC TLR 5 Trends
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5.2.3 Critical Infrastructure Protection Committee Risks and Mitigation Strategies
For 2020, 2 risks identified by the Critical Infrastructure Protection Committee made the RRWG
top 10 Regional Risk Report. The top 3 Critical Infrastructure risks are identified in the following
paragraphs. For a complete set of the CIP risks, see Appendix C.
Figure 12: Critical Infrastructure Protection Committee Ranked Risk Elements
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Reliability Risk Heat Map Legend – Critical Infrastructure Protection Committee
A – Lack of Knowledgeable and Experienced staff
in cybersecurity of control systems and
supporting IT/OT networks
B – Technologies and Services
C – Physical Events: Vandalism
D – Interdependencies from the critical
infrastructure sectors
E – Physical Events: Sabotage

F – The rapid growth in sophistication and
widespread availability of tools designed to
exploit vulnerabilities connected to IT networks
G – Ineffective teamwork and collaboration among
agencies can exacerbate cyber events
H – Physical Events: Attacks
I – Legacy Architecture
J – Cybersecurity threats result from exploitation of
both external and internal vulnerabilities

5.2.3.1 Cybersecurity threats result from exploitation of both external and internal
vulnerabilities:


Exploitation of employee and insider access



Weak security practices of host utilities, third-party service providers and vendors,
and other organizations



Unknown, undisclosed, or unaddressed vulnerabilities in cyber systems
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Growing sophistication of bad actors, nation states, and collaboration between these
groups

Table 14: Cybersecurity Threat Impact Area and Score*

*Please refer to Appendix C to see the detailed description of the impact area categories

Risk Mitigation Status
The CIPC provides a forum for members to learn best practices by engaging experts in the field
who provide the latest information on protecting the members’ most sensitive infrastructure. Two
subgroups that the CIPC oversees—the Physical Security Subcommittee, and the CIP Tools
Working Group—provide more targeted information. While the CIPC provides general
information and guidance for both Cyber and Physical Security professionals, the Physical
Security Subcommittee focuses specifically on physical security issues. The CIP Tools Working
Group provides in-depth information on the tools used in the industry; the effort assists the entity
not only to achieve compliance, but also to raise the bar to achieve best practices.
5.2.3.2 Technologies and Services:


Increased reliance on third party service providers and cloud-based services for
BPS operations and support



Cybersecurity risks in the supply chain: software integrity and authenticity; vendor
remote access; information system planning; and vendor risk management and
procurement controls; IT/operational technology (OT) control system infrastructure
management; out-of-date operating systems; and the lack of patching
capability/discipline
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Table 15: Technologies and Services Impact Area and Score*

*Please refer to Appendix C to see the detailed description of the impact area categories

Risk Mitigation Status
With the implementation of CIP-013, federal government has become involved through the
Executive Order on Securing the United States Bulk-Power System and requests for information
(RFIs) regarding foreign suppliers. The CIPC is closely monitoring and reporting on these
activities. In collaboration with SERC members and the ERO, risks to the supply chain are being
monitored and information supplied through the CIPC, its subcommittee, and working group not
only for compliance, but to achieve best practices. In addition, this report reflects input from data
the CIPC collects.
5.2.3.3 The rapid growth in sophistication and widespread availability of tools and
processes designed to exploit vulnerabilities and weaknesses in BPS
technologies and in connected IT networks and systems 8
The rapid growth in sophistication and widespread availability of tools and processes designed
to exploit vulnerabilities and weaknesses in networked systems has led to an increase in the
development and deployment of ransomware and phishing attacks. In addition, financial and
technical support by state actors creates focused, continuous cyber-attacks on the technologies
and services supporting the BES.

8

2019 ERO Reliability Risk Priorities Report
https://www.nerc.com/comm/RISC/Related%20Files%20DL/RISC%20ERO%20Priorities%20Report_Boar
d_Accpeted_November_5_2019.pdf
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Table 16: Rapid Growth and availability of tools Impact Area and Score*

*Please refer to Appendix C to see the detailed description of the impact area categories

Risk Mitigation Status
To keep pace with the rapid growth of technology and block the ever-expanding pool of bad
actors attempting to disrupt the BES, the Critical Infrastructure Protection Committee’s CIP
Tools Working Group introduces members to new technologies that could allow them to build a
more resilient BES infrastructure and provides a common arena to collaborate on these
technologies. Collaboration between members allows them to capitalize on the experience of
others, learning about best practices and solutions to issues that others have already worked
through. Through this exchange of knowledge, the members develop stronger individual
systems, and together, strengthen the entire Bulk Electric System.

6.0 Recommendations
While the RRWG identifies SERC risks annually, it is the responsibility of the SERC Technical
Committees (CIPC, OC, and EC) to develop and execute mitigation strategies for, at least, the
top ten risks identified by the RRWG. The Manage group includes emerging risks where
mitigation plans need to be developed and implemented through either SERC or other Industry
engagements, or associated inflight mitigation plans need to be completed. The Monitor group
includes risks that already have mitigation plans and guidance, which are being implemented.
The RRWG will process and update the risk elements based on the mitigation plan devised by
the technical committees.

7.0 Enhancements
Scoring improved consistency in impact areas on the number of varying impact areas for each
of the Major Risk threats identified. The RRWG cross-functional evaluation from the EC, OC,
and CIPC identified several risks that span multiple committees (e.g.: Resource Uncertainty,
Pandemic, and Fuel Diversity).
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In this report, the RRWG attempted to relate risk to NERC standards or correlated them to
Major Risks to NERC family of Standards.
SERC’s mission is to reduce risk to reliability and security of the bulk power system for today
and the future. In order to achieve this objective, the SERC RRWG develops the annual
regional risk registry. It is important to have a clear understanding of risk, mitigation process,
stakeholder participation, outreach, and measures of effectiveness to manage the risk to
reliability and security of the bulk power system.
A defined risk framework in Error! Reference source not found. provides the structure
required for efficient resource allocation and prioritization. The framework also helps SERC to
evaluate the effectiveness of the deployed mitigation, which in turn informs the future risk
prioritization. The structure helps to establish the responsibility and accountability.
SERC, in collaboration with its stakeholders, developed a four-step regional risk framework.
Each phase has its own unique set of processes, tools, and engagement with internal and
external stakeholders.

1. Risk Identification: SERC and its stakeholder subject matter experts are actively
engaged in identifying the current and emerging risks through RRWG engagement. The
risk identification also takes into consideration the NERC Reliability Issues Steering
Committee (RISC) report, and SERC internal identification through compliance
monitoring, studies and assessments, events and outreach.

2. Risk Assessment and Analysis: The SERC data analytics group assesses the risk based
on the available data on the subject and analysis of the data. The stakeholders also help
provide valuable input in determining the prioritization of the quantified risk by defining
the impact areas and probability of occurrence. The framework provides provision to set
the risk tolerance for a particular risk.
3. Mitigation Planning: The planning starts with the determination of whether the risk needs
to be managed or monitored. If managed, the risk mitigation planning/development is the
responsibility of SERC and its stakeholders through the SERC technical committees,
subcommittees, and the working groups. The technical committees also take advantage
of all the work carried out by ERO Enterprise, trade associations, vendors, and other
industry initiatives.

4. Mitigation Implementation, Monitoring, and Control: The SERC technical committees
oversee the mitigation implementation, monitoring, and control through their annual work
plan development. SERC and the stakeholders also deploy measures to monitor the
effectiveness of the mitigation implementation.
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Figure 13: SERC Regional Risk Framework

In Error! Reference source not found. the outer circle is included to emphasize that SERC is
actively engaging and collaborating with stakeholders throughout the entire process.
The RRWG is continuing to look for ways to improve this report and would like to hear ideas and
suggestions for enhancing and simplifying this report from those who use it. Please send your
ideas or comments to SERC support at support@serc1.org.
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Appendix A

2020 Engineering Risk Elements Final

Table A 1: SERC Engineering Risk
Major Risk Examples

Justification

Impact Areas

Total
Risk
Ranking

Associated NERC
2019 RISC Risk
Profile

Variable Energy Resources
integration

There has been rise in the SERC
renewable energy resource portfolio, wind
energy in the west and solar in south and
southeast. Integration of VERS raises the
risk of voltage regulation, dynamic
response, and sudden change in dispatch
patterns. The changing characteristic of
the grid with the growth of VERs will affect
how the grid is operated in the future.



Maintain sufficient reactive supply and
voltage regulation.

1



Additional reserves required



Must plan and build the system when
VERs are not available



Additional scenario planning needed



Accurate load forecasting, metered
load

Grid
Transformation A. Bulk Power
System Planning/
B. Resource
Adequacy and
Performance/
F. Changing
Resource Mix



Ramping requirements



Harmonic impact on the system

Since VERs are weather dependent,
planning for backup resources in the
absence of generation becomes essential
to maintain the reliability of the system.
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Table A 1: SERC Engineering Risk
Major Risk Examples

Justification

Impact Areas

Total
Risk
Ranking

Associated NERC
2019 RISC Risk
Profile

Resource uncertainty/
changing mix along with
generation retirements

A transition is taking place in the resource
mix within SERC (and nationally) driven by
both economics and public policy. While
decreasing costs and lower emissions
have propelled natural gas dominance as a
fuel source (replacing coal), renewables
(photovoltaic and to a lesser extent, wind)
are making a surge, due to dropping
installation costs and state-based
subsidies. Existing nuclear generation is
struggling to be competitive in some areas.



2

Grid
Transformation A. Bulk Power
System Planning/
B. Resource
Adequacy and
Performance/
F. Changing
Resource Mix
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Increased coordinated studies required
with SERC neighbors.
Potential transmission system
expansion and lead time concerns
New SERC nuclear construction may
not be completed
Micro grids development implications
Electric storage (battery or other)
becomes significant
Increase of DERs and potential lack of
visibility
Maintain sufficient reactive supply and
voltage regulation.
Increase in VERs requiring additional
reserves and need for plan/build of
system to accommodate VERs
unavailability
Policy or legislation changes could
impact fuel prices due to environmental
groups, activists and, public perception,
PV manufacturing defect impacts a
significant % of solar capacity, States
remove PV economic incentives
Additional scenario planning needed
Additional scenario planning needed
Load forecasting, metered load
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Table A 1: SERC Engineering Risk
Major Risk Examples

Justification

Impact Areas

Total
Risk
Ranking

Associated NERC
2019 RISC Risk
Profile

Generation and
Transmission Modeling

Accurate representation of transmission
and generation modeling is the key to
planning transmission adequacy and to
maintaining system reliability in the future.
The rise of the renewable generation
model and use of inaccurate and black box
models introduces errors and significantly
affects planning studies.



Insufficient models, cases, or both

3




Less clarity in future plans
Inaccurate modeling of the systems

Grid
Transformation A. Bulk Power
System Planning/
B. Resource
Adequacy and
Performance



Resource adequacy and significant
resource shortage

4 (tie)



Sudden changes in dispatch and
operating conditions and need for fast
acting units



Changes in the flow path and differing
operating conditions

Grid
Transformation A. Bulk Power
System Planning /
B. Resource
Adequacy and
Performance/
F. Changing
Resource
Mix/Critical
Infrastructure
Interdependency D. Natural Gas

Above normal demand in energy
Fuel Diversity/Fuel
Availability

Currently, natural gas accounts more than
40% of generation in the SERC region.
There will be greater reliance on natural
gas generation with baseload coal plant
retirement, fuel cost, and environmental
policies. This will give rise to a less diverse
portfolio, and loss of the ability to respond
to loss of fuel type.
Lack of coordination between electric and
natural gas industry
Adequacy of natural gas pipeline
infrastructure to serve extreme winter peak
load along with traditional firm gas needs
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Table A 1: SERC Engineering Risk
Major Risk Examples

Justification

Impact Areas

Total
Risk
Ranking

Associated NERC
2019 RISC Risk
Profile

Modeling firm interchange in
the short term and long term
study models

Failing to correctly model firm transfers
raises reliability risks associated with
improper assessments of near term
operating conditions, as well as
development of incorrect expansion plans.
The firm transfers associated with many
utilities have not been accurately modeled
in LTSG/MMWG models and their
derivative models used by TOs, TSPs,
TPs, and PCs for several years. These
models are used for a variety of reliability
related studies throughout the Eastern
Interconnection. These models are also
widely used for evaluation of transfer
capability and transmission service
requests.



Operating horizon reliability
assessments must be performed
accurately to properly equip
operators.

4 (tie)

Grid
Transformation B. Resource
Adequacy and
Performance

Supply Chain Management

The new Executive Order to secure the
BPS prohibits any acquisition, importation,
transfer, or installation of BPS electric
equipment that has a nexus with any
foreign adversary and poses an undue risk
to national security, the economy, or the
safety and security of Americans. While no
equipment is actually prohibited at this time
(since the Secretary of Energy has not
issued regulations to implement the
Order), there is a possibility that prohibited
equipment may be identified within SERC’s
footprint at a later point in time.



Potential transmission system
expansion and lead time concerns

4 (tie)

Grid
Transformation A. Bulk Power
System Planning/
B. Resource
Adequacy and
Performance
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Table A 1: SERC Engineering Risk
Major Risk Examples

Justification

Impact Areas

Total
Risk
Ranking

Associated NERC
2019 RISC Risk
Profile

Generator Governor
Frequency Response

Accurate governor deadband and droop
settings are important to operate the bulk
energy system reliably.



Arrest and stabilize the system
frequency during an event

7



Long frequency recovery time



Machine trip due to under frequency



Accurate models are necessary to
correctly plan and expand the system



Transfer capability and availability of
transmission service must be
determined accurately

Grid
Transformation B. Resource
Adequacy and
Performance/
C. Increased
Complexity in
Protection and
Control Systems



Inaccurate modeling and additional
planning needed

8



Possibility of wide spread outage



Cascading and system collapse



Grid
Transformation A. Bulk Power
System Planning/
F. Changing
Resource Mix

Possibility of localized outages



SOL and IROL violations, and voltage
collapse







Loss of hydro generation
Decreased generation capacity due to
higher ambient temperature for
cooling
Weakened vegetation, possibly
causing transmission outages
Disruption of fuel
Unscheduled power flow



Voltage regulation



Maintain reactive reserve

FAC-008

Flood or Drought for
extended period of time

SERC has noted a pattern of ratings that
do not follow the Entities’ Facility Ratings
Methodology. In particular, a trend has
been noted where the Most Limiting
Element (MLE) was not account for in the
rating calculation, so the Entity was
operating to a higher limit than accurate.

SERC region has faced mild to severe
drought conditions for multiple years.



Loss of large unit during
shoulder (70-80% of
summer peak load) peak
load with planned outages.

Identified in 2011 Southwest blackout
report
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9
Extreme Natural
Events B. Other Extreme
Natural Events
10 (tie)

Grid
Transformation A. Bulk Power
System Planning/
B. Resource
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Table A 1: SERC Engineering Risk
Major Risk Examples

Protection system and single
points of failure

Justification

The rate of protection misoperations in the
SERC Region is around 7.5% of the total
operation. This is high.
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Impact Areas



Different unfamiliar power flow
scenarios




Possibility of wide-spread outage
Cascading and system collapse

Total
Risk
Ranking

Associated NERC
2019 RISC Risk
Profile
Adequacy and
Performance

10 (tie)

Grid
Transformation –
Increasing
Complexity in
Protection and
Control Systems
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2020 Operational Risk Elements Final

Table B 1: Operational Risks
Major Risk Examples

Justification

Impact Areas

Total
Risk
Ranking

Associated NERC
2019 RISC Risk
Profile

Extreme Weather

SERC region is susceptible to severe
weather such as tornadoes (spring 2011)
and hurricanes (e.g., Hugo, Fran, Katrina,
Matthew, Michael, Florence, Irma),
extreme hot weather (summer 2007),
severe cold weather (Polar Vortex),
drought (2007), and flooding (2005, 2010,
2015, 2016, 2018).



1

Extreme Natural
Events B. Other Extreme
Natural Events

Extreme weather has resulted in two
losses of NPP offsite power in SERC due
to tornadoes in the last 5 years (Surry and
Browns Ferry); two losses of off-site power
during Hurricane Matthew; and several
transmission circuits lost during Hurricane
Matthew
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Use of alternate tools or manual
operation of the system
Loss of communication - data
Loss of communication - voice
Interruption of natural gas (NG)
pipeline supply
NG and electricity interdependency
Generation and transmission forced
outage impact
Loss of situational awareness
Large unscheduled power flows
(System Operating Limit (SOL) and
IROL exceedances)
Gas breaker issues
Adequate load forecasting for
extreme event
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Table B 1: Operational Risks
Major Risk Examples

Justification

Impact Areas

Total
Risk
Ranking

Associated NERC
2019 RISC Risk
Profile

Resource uncertainty/
changing mix, along with
generation retirements

A transition is taking place in the resource
mix within SERC (and nationally) driven by
both economics and public policy.
Renewables (photovoltaic and to a lesser
extent, wind) are making a surge, due to
dropping installation costs and state-based
subsidies.



Increase in renewables (VERs and
DERs)

2



Micro grids development implications

Grid
Transformation A. Bulk Power
System Planning



Electric storage (battery or other)
becomes significant



Lack of visibility of distributed energy
resources (DERS) and its effect on
load forecasting, metered load, and
state estimation



Greater commitment/dispatch
challenges for operators, (ramping
requirements, plus others)



Additional reserves required to
address VERS; increase in need to
plan and build the system when
VERs are not available



Additional scenario planning needed
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Table B 1: Operational Risks
Major Risk Examples

Justification

Impact Areas

Total
Risk
Ranking

Associated NERC
2019 RISC Risk
Profile

Fuel Diversity/Fuel
Availability

Currently natural gas accounts more than
40% of generation in SERC region. There
will be greater reliance on natural gas
generation with baseload coal plant
retirement, fuel cost, and environmental
policies. This will give rise to less diverse
portfolio, and loss of the ability to respond
to loss of fuel type.



Resource adequacy

3



Sudden changes in dispatch and
operating conditions



Forced operating conditions



Need for fast acting capabilities of
existing units

Grid
Transformation C. Increased
Complexity in
Protection and
Control Systems



More reliance on natural gas



Significant event that would affect a
certain fuel type



New SERC nuclear construction
may not be completed



Lack of experience leads to poor
decision making/delayed actions for
resolving emergencies

4



Aging workforce (lack of knowledge
transfer)

Grid
Transformation E. Human
Performance and
Skilled Workforce

Natural Gas infrastructure affecting
dispatch to generation
Volatility in natural gas prices
Adequacy of the natural gas pipeline
infrastructure to serve extreme winter peak
load along with traditional firm gas need
Policy or legislation changes could impact
fuel prices due to environmental groups,
activists and, public perception
Transitioning Workforce

Lack of experience leads to poor decision
making/delayed actions for resolving
emergencies. Knowledge transfer from the
Aging Workforce can mitigate this lack of
experience.
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Table B 1: Operational Risks
Major Risk Examples

Justification

Impact Areas

Total
Risk
Ranking

Associated NERC
2019 RISC Risk
Profile

Parallel and loop flow issues

Parallel/loop flows put firm transactions at
risk. These firm transactions are used
most often as Designated Network
Resource (DNRs) for SERC entity load.



Lack of adequate outage
coordination for generation and
transmission facilities

5 (tie)



Non-uniformity of market or
traditional flow formulas

Grid
Transformation F. Changing
Resource Mix



Lack of coordination to solve
reliability issues



Inaccurate models for Ops planning
(loop flows, and unit commitment
need access to RTO generation
dispatch)



Changing Resource Mix and
Capacity Market resources creating
unscheduled power flows



Transmission Loading Relief (TLR)
as an operation risk



Load Uncertainty (reduction and/or
profile changes)

5 (tie)



Staffing

Extreme Natural
Events B. Other Extreme
Natural Events



Training and Onboarding



Event response and recovery



Delay in execution of maintenance
and capital project improvement
plans

Pandemic

COVID-19 impacts affect staffing levels;
cause load reductions; influence the load
profile; and affect maintenance and capital
project plans
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Table B 1: Operational Risks
Major Risk Examples

Justification

Impact Areas

Total
Risk
Ranking

Associated NERC
2019 RISC Risk
Profile

Loss of Major Application
(EMS/SCADA)

Event Reports indicate more loss of EMS
events have occurred in the last 2 years
for SERC entities.



7



Extended Loss of Situational
Awareness (greater than two hours)
Short-term loss of situational
awareness (less than two hours or
partial)

Grid
Transformation E. Human
Performance and
Skilled Workforce

AC Equipment Failure
compounded by relay
misoperations

Voltage depression events point to the
consequences associated with this
compound risk.




System blackout
Voltage depression or collapse

8

Grid
Transformation C. Increased
Complexity in
Protection and
Control Systems

Loss of large unit during
shoulder (70-80% of
summer peak load) peak
load with planned outages.

Identified in 2011 Southwest blackout
report



Unscheduled power flow

9

Grid
Transformation B. Resource
Adequacy and
Performance

Vegetation causing cascade
event

Vegetation mismanagement could cause
cascading outages.



Forced transmission outages
resulting in a cascade event

10

Grid
Transformation A. Bulk Power
System Planning
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2020 Critical Infrastructure Protection Risk Elements Final

Table C 1: CIP Risks
Major Risk Examples

Justification

Impact Areas

Total
Risk
Ranking

Associated NERC
2019 RISC Risk
Profile





Loss of Situational awareness
monitoring

1

Security Risks - B.
Cyber



Loss of coordination during event
and restoration

1. Exploitation of employee
and insider access



Large block of power unexpectedly
flowing through SERC

2. Weak security practices
of host utilities, thirdparty service providers
and vendors, and other
organizations



Loss of communication - Data



Loss of communication - Voice



Loss of protection systems



Loss of electric generation



Loss of electric transmission



Loss of fuel supply



Market Disruption



Loss of CEII and NTI data



Loss of water supply/coolant

Cybersecurity threats result
from exploitation of both
external and internal
vulnerabilities

3. Unknown, undisclosed,
or unaddressed
vulnerabilities in cyber
systems

4. Growing sophistication of
bad actors, nation states,
and collaboration
between these groups
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Table C 1: CIP Risks
Major Risk Examples

Justification

Impact Areas

Total
Risk
Ranking

Associated NERC
2019 RISC Risk
Profile

Technologies and services





2

Security Risks B. Cyber

3

Security Risks B. Cyber

2019 NERC RISC Report

1. Increased reliance on
third party service
providers and cloudbased services for BPS
operations and support




2. Cybersecurity risks in the
supply chain: software
integrity and authenticity;
vendor remote access;
information system
planning; and vendor risk
management and
procurement controls
The rapid growth in
sophistication and
widespread availability of
tools and processes
designed to exploit
vulnerabilities and
weaknesses in BPS
technologies and in
connected IT networks and
systems
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Loss of Situational awareness
monitoring
Loss of coordination during event
and restoration
Large block of power unexpectedly
flowing through SERC
Loss of communication - Data
Loss of communication - Voice
Loss of protection systems
Loss of electric generation
Loss of electric transmission
Loss of fuel supply
Market Disruption
Loss of CEII and NTI data
Loss of water supply/coolant
Loss of Situational awareness
monitoring
Loss of coordination during event
and restoration
Large block of power unexpectedly
flowing through SERC
Loss of communication - Data
Loss of communication - Voice
Loss of protection systems
Loss of electric generation
Loss of electric transmission
Loss of fuel supply
Market Disruption
Loss of CEII and NTI data
Loss of water supply/coolant

Page 51 of 59

PUBLIC

Table C 1: CIP Risks
Major Risk Examples

Justification

Impact Areas

Total
Risk
Ranking

Associated NERC
2019 RISC Risk
Profile

Interdependencies from the
critical infrastructure sectors,
such as Communications,
Financial Services, Oil and
Natural Gas Subsector, and
Water, where sector-specific
vulnerabilities can affect
BPS reliability.





4

Security Risks B. Cyber

Extreme Physical Events







5

Security Risks A. Physical

(Man-Made): Sabotage

2019 NERC RISC Report




Note: Sabotage is
deliberate, well planned, and
often has an insider
component to it and has the
greatest potential for impact.
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2019 NERC RISC Report
E-ISAC Watch list & Reports
FBI Bulletins & Flash Alerts
US-CERT
ICS-CERT























Loss of Situational awareness
monitoring
Loss of coordination during event
and restoration
Large block of power unexpectedly
flowing through SERC
Loss of communication - Data
Loss of communication - Voice
Loss of protection systems
Loss of electric generation
Loss of electric transmission
Loss of fuel supply
Market Disruption
Loss of CEII and NTI data
Loss of water supply/coolant
Loss of Situational awareness
monitoring
Loss of coordination during event
and restoration
Large block of power unexpectedly
flowing through SERC
Loss of communication - Data
Loss of communication - Voice
Loss of protection systems
Loss of electric generation
Loss of electric transmission
Loss of fuel supply
Market Disruption
Loss of CEII and NTI data
Loss of water supply/coolant
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Table C 1: CIP Risks
Major Risk Examples

A lack of staff that is
knowledgeable and
experienced in cybersecurity
of control systems and
supporting IT/OT networks
(historically separate
organizations and skillsets) This is symptomatic across
all industries and is a risk
because it hinders an
organization’s ability to
prevent, detect, and respond
to cyber incidents due to
organizational silos.

Justification

Impact Areas

Total
Risk
Ranking

Associated NERC
2019 RISC Risk
Profile





6

Security Risks B. Cyber
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Loss of Situational awareness
monitoring
Loss of coordination during event
and restoration
Large block of power unexpectedly
flowing through SERC
Loss of communication - Data
Loss of communication - Voice
Loss of protection systems
Loss of electric generation
Loss of electric transmission
Loss of fuel supply
Market Disruption
Loss of CEII and NTI data
Loss of water supply/coolant
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Table C 1: CIP Risks
Major Risk Examples

Legacy architecture coupled
with the increased
connectivity of the grid
expands the attack surface
of BPS protection and
control systems:
1.

Increased automation of
the BPS through control
systems implementation

2.

The trend toward
increased integration of
IT operating systems
may increase the attack
surface and associated
attack risk

3.

IT/operational
technology (OT) control
system infrastructure
management, out-ofdate operating systems,
and the lack of patching
capability/discipline

Justification

Impact Areas

Total
Risk
Ranking

Associated NERC
2019 RISC Risk
Profile





7

Security Risks - B.
Cyber

2020 SERC Reliability Risk Report
September 21, 2020/Rev. 5 - Final

2019 NERC RISC Report













Loss of Situational awareness
monitoring
Loss of coordination during event
and restoration
Large block of power unexpectedly
flowing through SERC
Loss of communication - Data
Loss of communication - Voice
Loss of protection systems
Loss of electric generation
Loss of electric transmission
Loss of fuel supply
Market Disruption
Loss of CEII and NTI data
Loss of water supply/coolant
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Table C 1: CIP Risks
Major Risk Examples

Justification

Impact Areas

Total
Risk
Ranking

Associated NERC
2019 RISC Risk
Profile

Ineffective teamwork and
collaboration among the
federal, provincial, state,
local government, private
sector, and critical
infrastructure owners can
exacerbate cyber events.





8

Security Risks B. Cyber

Extreme Physical Events
(Man-Made): Attack







9

Security Risks A. Physical

2019 NERC RISC Report




Note: Physical attacks are
often connected to a
grievance of some kind and
present the potential for
moderate impact. (Insider
Physical Threat)
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2019 NERC RISC Report
E-ISAC Watch list & Reports
FBI Bulletins & Flash Alerts
US-CERT
ICS-CERT























Loss of Situational awareness
monitoring
Loss of coordination during event
and restoration
Large block of power unexpectedly
flowing through SERC
Loss of communication - Data
Loss of communication - Voice
Loss of protection systems
Loss of electric generation
Loss of electric transmission
Loss of fuel supply
Market Disruption
Loss of CEII and NTI data
Loss of water supply/coolant
Loss of Situational awareness
monitoring
Loss of coordination during event
and restoration
Large block of power unexpectedly
flowing through SERC
Loss of communication - Data
Loss of communication - Voice
Loss of protection systems
Loss of electric generation
Loss of electric transmission
Loss of fuel supply
Market Disruption
Loss of CEII and NTI data
Loss of water supply/coolant
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Table C 1: CIP Risks
Major Risk Examples

Extreme Physical Events
(Man-Made): Vandalism

Justification

Impact Areas

Total
Risk
Ranking

Associated NERC
2019 RISC Risk
Profile









Loss of Situational awareness
monitoring

10

Security Risks A. Physical



Loss of coordination during event
and restoration



Large block of power unexpectedly
flowing through SERC



Loss of communication - Data



Loss of communication - Voice



Loss of protection systems



Loss of electric generation



Loss of electric transmission



Loss of fuel supply



Market Disruption



Loss of CEII and NTI data



Loss of water supply/coolant

Note: Vandalism is random
and opportunity-based;
although it occurs most
frequently, its results are
most likely of low impact.
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Definitions
Term or Acronym

Definition

BA

Balancing Authority

BPS

Bulk-Power System

BPSA

Bulk-Power Situational Awareness

CEII

Critical Energy Infrastructure Information

CIPC

Critical Infrastructure Protection Committee

CMEP

Compliance Monitoring and Enforcement Program

CMEP IP

Compliance Monitoring and Enforcement Program Implementation Plan

CPP

Clean Power Plan

CRISP

Cyber Risk Information Sharing Program

CRPA

Cybersecurity Risk Assessment Program

CS

Control System

DER

Distributed Energy Resource

DNR

Designated Network Resource

DP

Distribution Provider

E-ISAC

Electricity Information Sharing and Analysis Center

EC

Engineering Committee

EIPC

Eastern Interconnection Planning Collaborative

EGWG

Electric-Gas Working Group

EMS

Energy Management System

EPA

Environmental Protection Agency

ERAG

Eastern Interconnection Reliability Assessment Group

ERO

Electric Reliability Organization

ESP

Electronic Security Perimeter

FBI

Federal Bureau of Investigation

FERC

Federal Energy Regulatory Commission

FFR

Faster Frequency Response
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Term or Acronym

Definition

GO

Generator Owner

GOP

Generator Operator

ICS

Industrial Control Systems

IROL

Interconnection Reliability Operating Limit

IPP

Independent Power Producer

IS

Information System

ISO

Independent System Operator

IT

Information Technology

LFSTR

Loop Flow Study Task Force

LTSG

Long Term Study Group

LTWG

Long Term Working Group

MLE

Most Limiting Element

MMWG

Multi-regional Modeling Working Group

NERC

North American Electric Reliability Corporation

NG

Natural Gas

NPP

Nuclear Power Plant

NTI

Non-public Transmission Function Information

OC

Operating Committee

OFO

Operational Flow Order

OPSEC

Operations, Planning, and Security Executive Committee

OT

Operational Technology

PC

Planning Coordinator

PCS

Protection & Control Systems

PV

Photovoltaic

RAWG

Resource Adequacy Working Group

RC

Reliability Coordinator

RE

Regional Entities

RISC

Reliability Issues Steering Committee
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Term or Acronym

Definition

RISTF

Renewable Impact Study Task Force

RRWG

Reliability Risk Working Group

RTCA

Real-Time Contingency Analysis

RTO

Regional Transmission Organization

SA

Situational Awareness

SCADA

Supervisory Control and Data Acquisition

SERC

SERC Reliability Corporation

SIR

System Inertial Response

SME

Subject Matter Expert

SOL

System Operating Limit

SOWG

System Operator Working Group

SPOD

Single Point of Disruption

TLR

Transmission Loading Relief

TO

Transmission Owner

TOP

Transmission Operator

TP

Transmission Planner

TSP

Transmission Service Provider

UEA

Unauthorized Electronic Access

VER

Variable Energy Resource

VERWG

Variable Energy Resources Working Group
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Attachment 11
SERC Engineering Committee Report
Board of Directors Meeting
October 21, 2020
WebEx
1. Engineering Committee Purpose
The SERC Engineering Committee (EC) and its subgroups allow SERC to engage the reliability
expertise provided by the active participation of industry volunteers. The EC leverages this
expertise to promote the reliability and adequacy of the bulk power system (BPS) by identifying
current and emerging planning and engineering reliability risks, and providing mitigation measures
to address those risks. The following report highlights the recent activities in support of this effort.
The Engineering Committee held its 2020 fall meeting on the mornings of September 23 and 24,
2020. The SERC Fall EC meeting obtained quorum for conducting committee business with 39
member entities—which included 81 representatives—attending via WebEx. The overall theme of
the spring EC meeting was understanding the SERC Risk Framework and discussing the 2020 top
engineering risks to the SERC region’s Bulk Electric System (BES).
2.

Industry Outreach
The Engineering Committee’s subcommittees discussed the work they perform, how it helps to
reduce the risk to reliability of the BPS, and their participation on the other industrial activities.
SERC also invited guest speakers to discuss and inform the group of relevant topics. John Moura
from the North American Electric Reliability Corporation (NERC) discussed the recently published
NERC 2020 State of Reliability Assessment report that is produced annually by the NERC
Performance Analysis Subcommittee. The assessment reports on the relative health of the
interconnection system by using historic analytics to identify trends in emerging reliability risks.
Joel Rogers from SERC provided an overview of the SERC facility ratings (FAC-008) management
training module. This module assists the members in establishing an in-house robust and
consistent facility ratings management process. Mr. Rogers also discussed best practices for
managing facility ratings and methods to help the members with their documentation.

3. SERC Risk Framework
The year 2020 has been one of change. Gaurav Karandikar from SERC provided a presentation
outlining the SERC risk framework and how it is used by SERC and its stakeholders. The
framework includes identifying and prioritizing risk, which is managed by the Reliability Risk
Working Group (RRWG). The framework also includes mitigation planning, and mitigation
implementation, control and monitoring. Engineering committee takes pride in taking ownership of
developing mitigations and utilizing the work done across the industry to address the risks to
reliability. It is due to collaboration with stakeholders that the SERC committees’ work is effective in
addressing the risks that have widespread impact.
The committee discussed some of the highest priority risks identified in the 2020 risk registry.
William Lamanna from NERC provided a presentation on reliability risks associated with the
uncertainty of the changing resource mixture and large generator retirements. Doug McLaughlin

from Southern Company presented on the potential reliability issues associated with excessive
segmentation of the BES with the increased penetration of Variable Energy Resources.
4. New and Emerging Focus
Richard Becker from SERC discussed some of the new initiatives that will enhance the efficiency of
the Engineering Committee. In collaboration with SERC stakeholders, staff developed a new
methodology that will be used to assign the risk tasks to the appropriate subcommittee, working
group, or task force and to track the progress of each item. In addition, Mr. Becker presented on the
committee’s work plan for 2021. It involves performing a comprehensive review of work products
and the tools that the working groups use in their annual work products. Staff will focus on
developing additional tools to streamline the existing process and assist members.

SERC Operating Committee Report
Board of Directors Meeting
October 21, 2020
WebEx
1. Operating Committee Purpose
The SERC Operating Committee (OC) and its subgroups allow SERC to engage the
reliability expertise provided by active participation of industry volunteers. The OC
promotes the reliability and adequacy of the bulk power system (BPS) by identifying
current and emerging operational reliability risks and providing mitigation measures to
address those risks. The OC provides a mechanism for sharing routine and best
practices in the area of operations and developing technical committee documents.
The OC, along with its working groups, allows SERC and its member companies to
engage the reliability expertise provided by the active participation of industry volunteers.
The following report highlights the recent activities in support of this effort.
The OC met on September 23-24, 2020 for its biannual meeting via WebEx. The SERC
Fall OC meeting obtained quorum for conducting committee business with 45 member
entities—which included 73 representatives. Industry guests from NERC and FERC also
attend the meeting.
2. Current and Future Operating Conditions
The OC working groups reported on their activities. The Reliability Coordinator Working
Group (RCWG) gave a review of past summer operations and expected winter
conditions for each Reliability Coordinator (RC). Although the outlook is preliminary,
most RCs expected above average temperatures for the winter.
The Reliability Risk Working Group (RRWG) highlighted the current and emerging risks
and their mitigation strategies. For 2020, the RRWG identified that six of the top ten risks
are associated with operations. Those risks are extreme weather, resource uncertainty,
fuel diversity, transitioning workforce, pandemic, and parallel/loop flows. The OC
identified activities to support the mitigation of the identified risks, which include
collecting data for trending and analysis, developing papers and guidelines on specific
topics, and representing SERC on North American Electric Reliability Corporation
(NERC) committees to ensure collaboration, share work products, and avoid duplication.
Gaurav Karandikar from SERC provided a presentation outlining the SERC risk
framework and how it is used by SERC and its stakeholders. The framework includes
identifying and prioritizing risk, which is managed by the RRWG. The framework also
includes mitigation planning, and mitigation implementation, control and monitoring. The
Operating Committee takes pride in taking ownership of developing mitigations and
utilizing the work done across the industry to address risks to reliability.

3. Addressing Risk to the Bulk Power System
Chris Wakefield from Southern Company described the ongoing work with North
American Energy Standards Board (NAESB) and the Eastern Interconnection Reliability
Coordinators for the Parallel Flow Visualization effort. He shared the tool and displays
that operators would use to help identify and control parallel flows.
Joel Rogers from SERC shared with the OC the training now available related to FAC008/Facility Ratings. He went through the information, the benefits, and how to navigate
the on-line training. The purpose of the training is to provide entities with better
understanding of the standards, internal controls, and facility ratings best practices.
Dave Krueger discussed the importance of winter weatherization for the generators. He
discussed the recently published NERC guidance on winter weatherization. SERC is
hosting a cold weather preparation webinar on October 1, 2020, which will include
relevant topics on training, documentation, communication, and equipment failure
lessons learned.
The working groups presented on how they were working to address risks to the BPS.
Anthony Noisette, chair of the Variable Energy Resources Working Group discussed
how the group is working to develop potential studies that would address future risks
related to changing resources. Members of the Near Term Working Group, Operations
Planning Working Group, and the RCWG discussed how they are looking to improve the
near term studies to better address risk.

SERC Critical Infrastructure Protection Committee Report
Board of Directors Meeting
October 21, 2020
WebEx
1. Critical Infrastructure Protection Committee Purpose
SERC Reliability Corporation established its Critical Infrastructure Protection Committee
(CIPC) to increase the physical and cyber security posture in the SERC Region. The
CIPC and the Physical Security Subcommittee (PSS) provide a forum for member
subject matter experts to actively participate in regional security and reliability issues
facing the industry.
The Critical Infrastructure Protection Committee (CIPC) held its 2020 fall meeting on the
mornings of September 23 and 24. The SERC Fall CIPC meeting obtained quorum for
conducting committee business with 35 member entities—which included 78
representatives—attending via WebEx. The meeting began with honoring Jim Howard
from Lakeland Electric for his outstanding contributions to the region and to the security
of the bulk electric system. Unfortunately, Jim passed away earlier this year; his widow,
Donna, accepted the award.
2. Committee Approval Items
During the spring meeting, the CIPC approved the creation of the CIP Tools Working
Group (CTWG). The CTWG’s baseline focus is on the tools used by the industry to
achieve compliance. However, the CTWG goes a step further to encourage participants
to share best practices in using these tools. CIPC Chair Tony Hall appointed Dr. Mike
Elrod as the first CTWG chair: the CTWG held its first meeting on August 27. The final
administrative task was for the CIPC to approve the scope of the CTWG. The scope
document was passed by vote with no dissents. We are excited to see this group grow
and bring additional technical expertise to the region.
3. Guest speakers and Industry Expertise Shared
Gaurav Karandikar from SERC provided a presentation outlining the SERC risk
framework and how it is utilized by SERC and its stakeholders. The framework includes
identifying and prioritizing risk, which is managed by the Reliability Risk Working Group
(RRWG). The framework also includes mitigation planning and mitigation
implementation, control, and monitoring. Mr. Karandikar explained to the committee the
Risk Framework used by SERC.
Charles Abell, Ameren highlighted the changes incorporated in the 2020 SERC
Reliability Risk Report, risk identification, and shared the top risks to the reliability and
security to the bulk power system.
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Mike Hagee, SERC, shared the details of how NP-VIEW is used by the audit teams and
how members can use this tool to inspect their own network. This presentation was also
an introduction of the type of program provided by the new CTWG.
Michael Bowen from the Electricity Information Sharing and Analysis Center (E-ISAC)
presented on the Vulnerability of Integrated Security Analysis (VISA) program developed
and taught by the E-ISAC. The program is designed to assess and recommend
mitigations for critical facilities.
Jeffrey Murray from the Cybersecurity and Infrastructure Security Agency (CISA)
provided an overview of the services provided by CISA and Homeland Security. He also
shared the Protective Measures Index (PMI), which will help members classify their
facilities’ security.
4. Changes in the Industry
Jay Cribb shared with the committee the status of the Standard Drafting Teams and how
Federal Energy Regulatory Commission (FERC) orders 822 and 843 might affect the
changes in several CIP standards.
Melinda Montgomery provided an overview of the Align Project, when it will be
implemented, and when to expect training.
Dulce Plaza, SERC, updated the committee on where Executive Order 13920 stands
and with a brief discussion of how it affects the industry supply chain.
5. Opportunities for Member Discussions

The meeting ended with a “Pencils Down” roundtable that generated much
discussion on issues of interest to the members. This session included members
of the CIPC, with SERC staff providing input and answers, as requested. Chair
Tony Hall ended the discussion at noon on Thursday and announced a closed
session for members only, which was reported to have opened the opportunity
for even more discussion.

Attachment 12
FINAL: September 2, 2020
2021 SERC Board and Board Committee Meeting Dates
Board and Board Committee Meetings will be held quarterly with Committee meetings taking place the
day before the Board meetings. The first quarterly meeting of the year (March) will also include a
Meeting for the Members.
March 30-31, 2021
March 30, 2021
• Finance and Audit Committee
• Human Resources and Compensation Committee
• Risk Committee
• Nominating and Governance Committee
March 31, 2021
• Members Meeting: [morning]
• Board of Directors: [afternoon]
June 23-24, 2021
June 23, 2021
• Finance and Audit Committee
• Human Resources and Compensation Committee
• Risk Committee
• Nominating and Governance Committee
June 24, 2021
• Board of Directors
Sept. 22-23, 2021
Sept. 22, 2021
• Finance and Audit Committee
• Human Resources and Compensation Committee
• Risk Committee
• Nominating and Governance Committee
Sept. 23, 2021
• Board of Directors
Dec. 14-15, 2021
Dec. 14, 2021
• Finance and Audit Committee
• Human Resources and Compensation Committee
• Risk Committee
• Nominating and Governance Committee
Dec. 15, 2021
• Board of Directors

